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Battles



The Insider Threat Battles ???

* Humans will always make mistakes KrebsonSG(:urlty

¢ SyStem and d pplica‘_tion In-depth security news and investigation
vulnerabilities continue to emerge

* Malware detection will always lag

27 Microsoft Warns of Attacks on IE Zero-Day

Eoam

isoft is warning Internet Explorer users about active attacks that attempt to ex]

News

e Lennon on April 28, 2014

Cost of Data Breaches Spikes 15%
in Last Year

infﬂs_e_cu rity*

06 May 2014

Topic: Security Follow vig: )

Windows XP: Microsoft can't wash| g
its hands of the security problem L
so easily

Summary: Microsoft might want to draw a line under Windows XP; hackers and users will be

f v » = 4

Target CEO resigns as fallout
S8 from data breach continues
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SEARCH




Harsh realities for CISOs

In 2012, 38% of
targets were

attacked

again once the

original incident was
remediated.

;yber-crime in
| the U.S. now stands
[~ at $11.56

million per
organization

Attackers spend
an estimated 243
days on a

victim’s network
before being discovered
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THE CYBERCRIMINAL UNDERGROUND:

HOW CYBERCRIMINALS ARE GETTING BETTER AT STEALING YOUR MONEY

Your online activities make you a cybercriminal target.

Online Banking
Transactions get riskier as
cybercriminals use cheaper,
more sophisticated tools

Prices (in USS):
LATIN AMERICA:
1 » PiceBOT, crimeware kit
for stealing banking data

RUSSIA:
2-25 » copies of credit cards,
passports, work permits

Online Banking
112 98 Malware Victims
s in Q12013

USS 225,334

Amount made by China’s Topfox
Case Gang on online banking theft

Email
Even with advanced spam
filtering, you're still prone to

Prices (in USS):
30 , Email spamming and
flooding tool

3 , Email fooding service
per 1,000 emails

Spamming service per
10- 1.000.000 emails

9.2 BILLION

Spam messages sent every
month worldwide

Online Gaming

The popularity of in-game
purchases have made gamers
prime cybercriminal targets

9.3 BILLION

Game credentials stolen by
China’s Blandness Gang in 2009

USS$225 M

Online game assets stolen b{
cybercrime groups in 201

Bad Patching Practices
With how exploit kits are being
traded, users who forgo
patching put their data in danger

3 m , Rental of STYX Exploit
s Pack per month

25 , Rental of exploit kit
bundles per day

zm » Minimum price for
individual exploit kits

Most targeted
software platform
in 2012
COMMON
Most exploited vulnerability
in targeted attacks in 2012
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http://www.bbc.co.uk/news/technology-25547738
http://www.bbc.co.uk/news/technology-25547738
http://www.bbc.co.uk/news/technology-25572771
http://www.bbc.co.uk/news/technology-25572771
http://www.bbc.co.uk/news/technology-26171130
http://www.bbc.co.uk/news/technology-26171130
http://news.cnet.com/8301-1009_3-57618976-83/kickstarter-hacked-user-data-stolen/
http://news.cnet.com/8301-1009_3-57618976-83/kickstarter-hacked-user-data-stolen/
http://hackersnewsbulletin.com/2014/02/breaking-sea-leaked-1-million-forbes-users-details-online.html
http://hackersnewsbulletin.com/2014/02/breaking-sea-leaked-1-million-forbes-users-details-online.html
http://www.theregister.co.uk/2014/02/21/alumi_alert_as_university_of_maryland_loses_over_300000_records_in_online_attack/
http://www.theregister.co.uk/2014/02/21/alumi_alert_as_university_of_maryland_loses_over_300000_records_in_online_attack/
http://www.theregister.co.uk/2014/03/13/ethical_hacker_cert_org_pwned/
http://www.theregister.co.uk/2014/03/13/ethical_hacker_cert_org_pwned/
http://www.theregister.co.uk/2014/03/14/morrisons_payroll_data_robbery_100k_details_leaked/
http://www.theregister.co.uk/2014/03/14/morrisons_payroll_data_robbery_100k_details_leaked/
http://online.wsj.com/article/BT-CO-20140314-701521.html
http://online.wsj.com/article/BT-CO-20140314-701521.html
http://www.theregister.co.uk/2014/04/16/hackers_attempted_extortion_plastic_surgeons/
http://www.theregister.co.uk/2014/04/16/hackers_attempted_extortion_plastic_surgeons/
http://www.theregister.co.uk/2014/04/18/arts_and_crafts_store_michaels_says_3_million_credit_cards_exposed_in_breach/
http://www.theregister.co.uk/2014/04/18/arts_and_crafts_store_michaels_says_3_million_credit_cards_exposed_in_breach/
http://www.theregister.co.uk/2014/04/16/lacie_breach/
http://www.theregister.co.uk/2014/04/16/lacie_breach/
http://www.theregister.co.uk/2014/05/06/hax0rs_pop_us_casino_chain_again_but_forensics_say_cards_safe/
http://www.theregister.co.uk/2014/05/06/hax0rs_pop_us_casino_chain_again_but_forensics_say_cards_safe/
http://www.theregister.co.uk/2014/05/08/orange_france_hacked_13_million_seeing_red/
http://www.theregister.co.uk/2014/05/08/orange_france_hacked_13_million_seeing_red/
http://www.bloomberg.com/news/2013-09-12/vodafone-germany-hacker-accesses-2-million-clients-banking-data.html
http://www.bloomberg.com/news/2013-09-12/vodafone-germany-hacker-accesses-2-million-clients-banking-data.html
http://www.theregister.co.uk/2014/05/14/dogevault_praying_backups_work_after_confirming_attack/
http://www.theregister.co.uk/2014/05/14/dogevault_praying_backups_work_after_confirming_attack/
http://www.theguardian.com/technology/2014/mar/04/bitcoin-bank-flexcoin-closes-after-hack-attack
http://www.theguardian.com/technology/2014/mar/04/bitcoin-bank-flexcoin-closes-after-hack-attack
http://itsecurityguru.org/office-confirms-unauthorised-access-customer-personal-data/#.U4hVHvldWmE
http://itsecurityguru.org/office-confirms-unauthorised-access-customer-personal-data/#.U4hVHvldWmE
http://www.bbc.co.uk/news/technology-27517907
http://www.bbc.co.uk/news/technology-27517907

Post Breach Facts

100%

» Of victims had up-to-date AV

mm 6/%

» Of breaches were reported by third parties

100%

» Of breaches involved compromised credentials

229

» The median number of days an attacker was on the network

—

/ Sour‘!‘xc,:e: Mandiant M-Trends 2014 report




2. Types of
Insider Threats



2
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The Threat Tree

l Threats

l Internal
|
.. Non-
Malicious malicious Malici Non-
alicious malicious

|/T Fraud /
Sabotage abuse

Environmental

External

Espionage IP Theft ERT Threat Models
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Insider Threats
Definition

 An authorized user of a system who

— Unwittingly aids or directly performs bad
actions

— Performs bad actions with the best possible
Intentions

— Intentionally performs bad actions (motivation
is irrelevant)

e Insider threat more insidious than external
threats and may be harder to detect
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Insider Threats
Perpetrators

People with Privileged Access across the
infrastructure

Employees who share credentials ?
Default use of vendor supplied passwords
Inappropriate access to users

Cowboys in the organization who consider
themselves beyond any policy

Remote or traveling users
Disgruntled insiders
Malicious Employees




Insider Threats
Inside Hacker Penetration
. Social engineering

—  Low tech but can be powerful
—  Mostly performed over the phone or e-mail

Impersonation
—  Encrypt your authentication in transit
—  User credentials should not be emailed

. Hacker Penetration through Network

. Modems on the network
—  Direct connect to analog lines
— Analog/digital converters

*  Web capable phones
. Wireless LANs
. Portable Media (thumb drives)

16




greed/financial need

?

revenge

disgruntlement mi2ga2on

terrorism

periodic background checks

ideology, poli2cal ac2vism, or radicalism

periodic background checks

coercion/blackmail

periodic background checks

social engineering/seduc2on

educa2on

narcissism/ego/need to feel important or
smart, or to gain recognif#on

enlist & ego stroke hacker
types

desire to prove that a warned about
vulnerability or threat is real

take security professionals &
their concerns seriously;
welcome cri2cism

desire for excitement

?

mental illness?

periodic background checks?

inadvertent compromise of security via care--
lessness, error, ignorance, laziness, arrogance

educate, mo2vate,

reward, punish
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To Protect Data? Systems? Trust?
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3. Challenges of Detecting
Insider Threats



Today’s threats require greater clarity
to detect & resolve

(). Net rk Detect unauthorized activities targeting critical
[]'1'11[];1-:# € W9 assets, uncover the motivations and develop an
U”‘* ' Security understanding of the full scope of the risk

Insider Th t Find the perpetrator, identify collaborators,
alielalr Uliee pinpoint the systems compromised and document
Analysis any data losses

Uncover sophisticated schemes involving multiple
Fraud and seemingly disparate interactions aiming to
Abuse perform fraudulent or abusive transactions

Compile evidence against malicious entities
breaching secure systems and deleting or

Evidence
Gathering stealing sensitive data
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Do you have the right weapons?

Fragmented market Major Challenging manageability and

with point products security control gaps operations

Ju'
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: ) ﬂ-i
o .

e ©
o’/\f : &~
g o P
* Endpoint protection market is * Existing products offer * Advanced threat solutions
highly fragmented with many no controls for major are difficult and costly
point solutions attack vectors to operate
- e.g., Sandboxing, application - e.g., Zero-day exploits, * Difficult to scale manual
control, whitelisting applicative Java attacks remediation processes
to thousands of enterprise
endpoints

* High false positive rates

* Whitelisting processes
on endpoints non-manageable



How do Inside Attackers Prepare?

Scan the corporate website, Google, and Google News
— Who works there? What are their titles?

Search for LinkedIn, Facebook, and Twitter Profiles
— Who do these people work with?
— Fill in blanks in the org chart

Who works with the information we want to target?
— What is their reporting structure?
— Who are their friends?

— What are they interested in?

— What is their email address? ‘ *




Anatomy of a THREAT - Leading Bank

3'd Party
Software Update Server
Compromised

Trojan “auto-updated”
to Corporate network

Port 8080 used for C&C
activities
35M records stolen

create Trojan

60+ Corporate
computers infected
w/ backdoor agent

—6 Months DEVAC




Anatomy of a THREAT — Leading Bank

Software Update Server

3" Party
Compromised

Business
Partner

Attckers Secu rlty

create Trojan

v,




Anatomy of a THREAT — Leading Bank

Recon

Detection

60+ Corporate
computers infected
w/ backdoor agent




Anatomy of a THREAT — Leading Bank

Port 8080 used for C&C
activities
35M records stolen

-

Anomaly
Detection

Database

Monitoring &

Protection #

N




Anatomy of a THREAT - Leading Bank

How it could have been avoided

Attackers exploited a 3" party software provider Business Partner Security. The partner
to effectively “Auto-Update” a Trojan onto the should have examined the policies of the bank
bank’s network

= Recon Detection. During the 8 days of recon
Over a period of 8 days infected 60+ computers there were most likely many signs of the 60+
and gained access to bank network to learn computers doing recon

how to compromise their databases : : :
P » Anomaly Detection. During much of the time

Communicated with C&C on port 8080 the Trojan was in place, a number of DNS
(common alternate web port) based anomalies were present in DNS logs
According to analysis of the malware, it was = Database Monitoring and Protection

compiled 6 months before the attack



Malicious Activity

Problem Statement

Distributed infrastructure

Security blind spots in the
network

Malicious activity that
promiscuously seeks
‘targets of opportunity’

Application layer threats
and vulnerabilities

Silo'd security telemetry
Incomplete forensics

Required Visibility
e Distributed detection
Sensors

* Pervasive visibility across
enterprise

* Application layer
knowledge

» Content capture for impact
analysis



User Activity Monitoring

Problem Statement
* Monitoring of privileged

and non-privileged users

Isolating ‘Stupid user tricks’
from malicious account
activity

Associating users with
machines and IP addresses

Normalizing account and
user information across
diverse platforms

Required Visibility

Centralized logging and
intelligent normalization

Correlation of IAM
information with machine
and IP addresses

Automated rules and alerts
focused on user activity
monitoring



User ACtiVity Monitoring (offense 2834 in the data set)

Offense 2834 @ Summary ‘Ah‘.al:tets .Talgets @Categnnﬁ . Annctations _h@- E\rehlnws -RU|E Actions ¥ ‘n" Print e|

Magnitude nce | 3| Severity | 5 | Credibility | 3
Single Host
L preceded by Login Failures Followed By Success . .
LEEELALTT preceded by Login failure to a disabled account. ECETRETII 36 events in 6 categories
preceded by Authentication: Repeated Login Failures
Attacker/Src | 10.103.7.88 (dhcp-workstation-103-7-88.acme.org) Start 2009-09-29 10:33:34
Target(s)/Dest| 10.101.3.10 (Windows AD Server) Duration 4m 51s
Network(s) IT.Server.main Assigned to Mot assigned
Notes Windows Authentication Use Case Demo data to demonstrate event-only Windows Authentication use case, including login
failures, login attempt to disabled account, etc. This attack is comprised of ; - Event(s): Multiple authentication attempts from ..
8
74
= B Tom 13
=
= 4
B 3 dsmith 7
g 2
1
bjones 1
& an 5 e Py
~ ~ ~ ~ > o 1 2 3 4 s & 7 8 9 10 11 12 13
{Hide Charts)
Source IP Destination IP Event Name Log Source Category (Unigue Event Count
T Usem \ (Unique Count) | (Unique Count) | (Unique Count) | (Unique Count) Count) (Sum) LI
O | Tom MN\1037.88 10.101.3.10 Multiple (4 WwindowsAuthSe.... | Multiple (4 19 13
@ | dsmith 10J102.7.88 10.101.3.10 Multiple (4 WindowsAuthSe.... | Multiple (3 7 7
|m | bjones .103.7.88 10.101.3.10 Logon Failure - ... | WindowsAuthSe... | Host Login Failed 1 1
/7Event Hame & Log Source Source IP Destination IP
< Host Login Succeeded - Event CRE Custom Rule Engine-8 - qradar-vm 10.103.7.88 10.101.3.10
NeQstLogin Failed - Event CRE / Custom Rule Engine-8 - gradarvm | 10.103.7.88 10.101.3.10
Host Login ST e = g Custom Rule Engine-8 - qradar-vm 10.103.7.88 10.101.3.10
Remote Access Login Failed - Event CRE Custom Rule Engine-8 :: qradar-vm 10.103.7.88 10.101.3.10
Remote Access Login Failed - Event CRE Custom Rule Engine-8 ;. gradar-vm 10.103.7.88 10.101.3.10
Suspicious Pattern Detected - Event CRE Custom Rule Engine-8 - gradar-vm 10103788 10101310
Suspicious Pattern Detected - Event CRE Custom Rule Engine-8 - qradar-vm 10.103.7.88 10.101.3.10

Authentication Failures

Perhaps a user who forgot their password?

Brute Force Password Attack

Numerous failed login attempts against
different user accounts.

Host Compromised

All this followed by a successful login.

Automatically detected, no custom tuning
required.



Complex Threat Detection

Problem Statement Required Visibility
* Finding the singleneedle ~ * Normalized event data
in the 'needle stack’ « Asset knowledge

* Connecting patterns across  « \ylnerability context
many data silos and huge

: ) * Network telemetry
volumes of information

* Prioritizing attack severity
against target value and
relevance

* Understanding the impact
of the threat



Complex Th reat DetECtion (offense 3063 in the data

Offense 3063

@ Sumimarny .Attal:taﬁ Targets @C&tEQ{IiE Annctations Bl

Events
=

l.lagn'rtude/

Relevance

— e T
T — \
Target Yulnerable to Detected Exploit N
preceded by Exploit Attempt Proceeded by Recon

)vent count

Sounds Nasty...

Deschyption preceded by ExploitMalware Events Across Multiple Targets 1428 eventsin 3cate But how to we know this?

preceded by Recon - External - Potential Metwork Scan
Attacker/Src | 202, — Start 2009-09-29 16:05:01 . ) . )
Target(s)/Dest| Local (717) Duration 1m 325 The evidence is a single click away.
Hetwork(s) Multiple (3 Assigned to Mot assigned
Notes Vulnerability Correlation Use Case lllustrates a scenario invalving correlation of vulnerability data with |

China (202.153.458.66) sweeps a subnet using the Conficker worm exploit (CVE 2008-4250). The first =

Network Scan

Buffer Overflow

Detected by QFlow Exploit attempt seen by Snort
— 7 _/
Destination Destination Low Level
Event Hame Source IP P Port Wm& Pl
O | Metwork Sweep - QRadar Classify Flow 202.153.48 66 | Multiple (716) | 445 / LPlow Classification E| Network Sweel
B | NETBIOS-DG SMB v4 srvsve MetrpPathConon| 202.153.48.66 | Multiple (8) 445 7| snort @ 10115 Buffer Overflow
Port | Service OSI"[:DB Hame Description S::::_;Y
g;cri?seogt:;neddog;gewer Microsoft Windows Server Service contains a flaw that may allow a
445 Unknown | 49243 | Request Handlin malicious user to remotely execute arbitrary code. The issue is triggered 3
I— Ung acified Remgote when a crafted RPC requestis handled. Itis possible that the flaw may
Codg Execution allow remote code execution resulting in a loss of integrity.

Detected

Targeted Host Vulnerable

by Nessus

Total Visibility

Convergence of Network, Event and Vulnerability data.



Fraud and Data Loss Prevention

Problem Statement Required Visibility

 Ability to take and
normalize telemetry across
many diverse sources

* Malicious activity against
‘targets of choice’
* Privileged or

knowledgeable users * Correlation of host and

internal to the network

Fraud patterns that are ‘low
and slow’by nature

* Associating suspicious

patterns across network,
security, application and
host layers in the
infrastructure

asset profiles with IAM
infrastructure

Integration of 3" party
intelligence sources



Data Loss and Fraud Detection e s

. ? Magnitude
POte ntla | Data LOSS H Description Potential Data Loss/Theft Detected
5 5 2 Attacker/Src | 10.103.14.139 (dhcp-workstation-103.14.139.acme.org)
Who? What? Where: Target(s)iDest| Local (2} Remote (1)
Network(s) Multiple (3
T Data Loss Prevention Use Case. Demonstrates QRadar DL
authentication ...
Attacker Summary gy Detsils ) Whof)
Magnitude User scott .
— dhcp-workstation- An internal user
Description 10.103.14.138 Asset Name 103.14.139.acme.org
Vulnerabilities 0 MAC Unknown
Location MonhAmerica.all | Asset Weight 0
Username
Event Hame S_ouroe L Log Source {(Unique Count) {Unigque Category (Unigue Count) Wh at’)
{Unigue Count) Count)
O | Authentication Failed 1010314139 | OracleDbAudit @ 10.101.145.198 | Multiple (2) Misc Login @ad./ Oracle data.
@ | Misc Login Succeeded | 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott W
B | DELETE failed 1010214139 | QracleDbAudit @ 10.101.145.198 —oemtf System Action Deny
B | SELECT succeeded 1010314139 OracleDbAudit @ 10.101.145.198 | scott System Action Allow
W | Misc Logout 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott Misc Logout
O | Suspicious Pattern Deteq 10.103.14.139 Custom Rule Engine-38 - gradar-vn| MN/A Suspicious Pattern Detected
B | Remote Access Login Fa) 10.103.14.138 | Custom Rule Engine-8 - qradar-vn| Mi& Remote Access Login Failed
QRadar Has Completed Your Request
Navigate > 1] Go to APNIC results Where’)
Information > DNS Lookup | . . .
Resolver Actions > | [Querying whois.arin net] Gmall
TNC Recommendation Port Scan _ [wheis. arin net]
Bl AssetProfile
['| Search Events
Search Flows OrgMame:  Google Inc.
OrglD: GOGL
Address: 1600 Amphitheatre Parloway

City:  Mountain View



Security Configuration Monitoring

Challenges

|dentifying device
misconfigurations that create
gaping security holes
Prioritizing security gaps by
asset value and impact

Investigating specific risks of
concern to the business

Continuously monitoring for
new risks and remediating to
prevent breaches

Required Capabilities

Network flow collection with
deep packet inspection

Asset knowledge
Vulnerabllity context
Flexible querying & analysis

Full workflow management



Security Configuration Monitoring

qusstons Find Devices with Risky

Hame [ Group ] Return Type [ Importance
All Systems with Client Side Vulns Assels 5 Con.ﬁguration Settings
All Systemns with Client Side Vulng which Communicate to the Intemet Assels 5
All Systems with Client Side which communicate to susp addresses Assels 5

Assels 3

:J” bl Iar:':rn;:l:?; I::::". side with communications and oical data /J;m/ Leve rag e kn OWI ed g e of n etwork
traffic and vulnerabilities

Any devices allawing port 21 ramlic

ASSEEE any Jedsg - o 2 =

Configuration Poll DevicesRules | 5 |

Devices/Rules

ny dévices (i.e. firewalls) that allow risky prolocols (ie telnet and FTP tralfic - pord 21 & 23 respe Configurans

i — Quickly Assess Risky
Traffic and Drill Down

have accepled oo
and are nol in one of Mie follo

VIOWIIRY CONRECHIoNS YoM Z0TU-TU-T6 USTOUI0U 16 ZUTUSFUETE TUSOUN00 VIW/C | Select X5 Dpten

Jy Risk Score for the selected quastion is 3 Grouping By:

Destmaticn Port

Asset Results Completed

Current Filters:

- Desunauon W Appis) Vuln(s) || Provided Filter is Assess any inbound connections fom the in

© Current Statistics

Destination is 6920 125 160  (Clear Filter)

Compressed Oats Ples Searched
widex Fle Covt

. 69.20.123.160

Find Gaps Before Your Adversaries Do
Continuous 360-degree visibility and monitoring

0445 @ 2967 @113




Flow Analytics & Network Anomaly Detection — Why

 Network traffic doesn’t lie. Attackers can stop logging and

erase their tracks, but can’t cut off the network (flow data)
» Helps detect day-zero attacks that have no signature

« Detects anomalies that might otherwise get missed

* Provides definitive evidence of attack
« Enables visibility into all attacker communications

Top 10 Application Results By Source Bytes (Sum)

8

Zoom: max 2010-0ct-05, 01:03 - 01:5¢
m Remaindar m Web SecursWeb Web. Image GIF m Web. Application. XJAV. ..
m 'Web.Image JPEG Web. Misc m DataTransfer Windows... m RemoteAccess 55H
mother m P2ZP.BitTomant VolP.Skyps
22500000
c RN - | T e
@ 7500000 Anplicatio Source IP (Unique Source Network Destination IP Destination Port N ﬁos::'aljp" S0 5 Destination Bytes
TPTE Count) (Unigue Count) (Unigue Count) (Unigue Count) e Co“:m““‘“e TR, (Sum)
& DataTransfer Window| Multiple (24) Multiple Multiple (13} Multiple (2 Multiple 16319 315 5315631708
P2P BitTorrent Multiple (20 Multiple (5} Multiple (85} Multiple (G0} Multiple (3} 44 216 868 191 621 654
other Multiple (259 Multiple (9 Multiple (3 063) Multiple (2 877 Multiple (10} 37 349 699 168 802 101
VolP.Skype Multiple (5} Multiple (4} Multiple (40} Multiple (40} other 131172 458 46819 290
RemoteAccess. S5H | Multiple (107 Multiple (5 Multiple (7} 22 Multiple (4 37 885116 111228 020
Web.Misc Multiple (16) Multiple (5} Multiple (295) 80 other 10 726 080 20635741
Web.Application Misc| Multiple (9 Multiple (4 Multiple (31} 80 other 654 743 23125 267
Web.lmage. JPEG Multiple (13} Multiple (4} Multiple (60} 80 other 2 418 857 18 538 204
AAind WA~ B RA it (18% RA it LAY Bdaaltinl fAEDY on OEE EAA 047 284




Flow Analytics & Network Anomaly Detection — How

« Native flow collection from network infrastructure
« Deep packet inspection for Layer 7 data

« Full pivoting, drill-down and data mining on flow sources for
advanced detection and forensic examination

« Anomaly detection: Identify by rule/policy, threshold, behavior or
abnormal conditions across network (flow) and log activity

Rule (Click on an underlined value to edit it)
Invalid tests are highlighted sod.mo b o

e can be saved.

Repnrts traffic from an [P address known to be in a country that does not have remote access right.

Repnrts traffic from an |P address known to be in a country that does not have remote access right. Before you enable this rule, -
we recommend that you configure the BB:CafegoryDefinition: Countries with no Remote Access building block. SMTP and -
DS have been removed from this test as you have little contral over that activity. You may also have to remove WebSemvers in




User Anomaly Detection (Activity Monitoring)

Challenges

Monitoring of privileged and non-
privileged users

Isolating ‘Stupid user tricks’ from
malicious account activity

Associating users with machines
and IP addresses

Normalizing account and user
information across diverse
platforms

Required Capabilities

« Centralized logging and
intelligent normalization

Correlation of IAM information
with machine and IP
addresses

« Automated rules and alerts
focused on user activity
monitoring

« Behavior/activity baselining
and anomaly detection



User Anomaly Detection (Activity Monitoring)

Rule Name Group ~ Rule Category . . .
Central American employee access from outside geography Custom Buls Integratlon Wlth Identlty &
Contract Employee aclion followed by Privileged Employee actio 1AM Custom Rule
Privilege Escalation by Non-Privileged User 1AM Custom Rule Access M an ag e m e nt
Terminated Employee Access 1AM Custom Rule
Contract Employee: Access 10 Sensilive Databases |AM, Suspicious Custom Rule KnOWIGdge Of user rOIGS and

group membership

Magnitude

Description < Contract Employee action followed by Privileged Employee actions from the same Source IP; %
Source IP(s) 10.0.110.94
Destination IP{s) Local (3) [

Corsven ) Detect Suspicious Activity
Name Events Flows . - o .
TSvaTEM 18 Why is a privileged user taking action
S 2 from a contractor’s system?
Top 5 Categories
Magnitude | LocalDestmation Count | Events Hows
t S8H Login Failed ‘_ [— [ 1 1
SSH Login Succeeded —_— —_— 2 | 2
{ System Status ’— —— 1 18
Privilege Escalation Succeeded '_ —_— 2 . 2
Remote Access | = 2 9
Top 10 Flows
cation Source IP Source Port |
| Remoteacc ess SSH 10011094 | 26218 = ‘7
RemoteAccess SSH 10011094 | 262186 A=Al=allA A A
L TN Full Visibility at Your Fingertips
RemoteAccess SSH 10011094 26216
| RemoteAccess SSH 10011094 26216

Users, Events, Flows — All Available for Drill-down




Reconnaissance Detection

Challenges

Finding the single needle in the
‘needle stack’

Connecting patterns across many
data silos and huge volumes of
information

Prioritizing attack severity against
target value and relevance

Understanding the impact of the
threat

Required Capabilities

Normalized event data

Flow collection with deep
packet inspection

Asset knowledge
Vulnerability context

Network telemetry



Reconnaissance Detection
=D

1428 events in 3 catg

Offense 3063 E] Sumimary ‘N‘bal:tem Ta:gEdE @Cﬂieﬂ{liﬁ Annotaticns [l

Magnitude Relevance

Sounds Nasty...
But how do we know this?
The evidence is just a single

Target Vulnerable to Detected Exploit
preceded by Exploit Attempt Proceeded by Recon
preceded by ExploittMalware Events Across Multiple Targets

preceded by Recon - External - Potential Metwork Scan
Attacker/Src | 207 TSSmgis /

Evept count

start 2009-09-29 16:05:01 click away.
Target(s)/Dest| Local (¥17) Duration 1m 32s
Hetwork(s) Multiple (2 Assigned to Mot assigned
Notes Vulnerability Correlation Use Case lllustrates a scenario invalving correlation of vulnerability data with |

China (202.153.48.66) sweeps a subnet using the Conficker worm exploit (CVE 2008-4250). The first g

Buffer Overflow
Exploit attempt seen by Snort

Network Scan
Detected by QFlow

]
S — Source IP Destination Destination / Low Level
P Port Category
O | Metwork Sweep - QRadar Classify Flow 202.153.48 66 | Multiple (716) | 445 HFlow Classification E| Network Sweel
B | NETBIOS-DG SMB v4 srvsve MetrpPathConon| 202.153.48.66 | Multiple (8) 445 s Snort @ 10.1.1.5 Buffer Overflow
. 0OSVDB o Risk |
Port | Service D Hame Description Severity
- o
ghu:rqsoﬂ Windows Server Microsoft Windows Server Service contains a flaw that may allow a
ervice Crafted RPC lici 1 tely execute arbitrary code. The issue is triggered
445 | unknown| 49243 | Request Handling MANCious Lser o remotely ex ry coce. g 3
U ) when a crafted RPC requestis handled. Itis possible that the flaw may
nspecified Remote I t d i fing i | finteari
Code Execution allow remaote code eXxecuUtion resufting in a (ass orin E!gl'lhf.

Targeted Host Vulnerable
Detected by Nessus

Total Security Intelligence

Convergence of Network, Event and Vulnerability data




Stealthy Malware Detection

Challenges

Distributed infrastructure

Security blind spots in the
network

Malicious activity that
promiscuously seeks ‘targets of
opportunity’

Application layer threats and
vulnerabilities

Siloed security telemetry

Incomplete forensics

Required Capabilities

Distributed detection sensors

Pervasive visibility across
enterprise

Application layer knowledge
(via Layer 7 flows)

Content capture for impact
analysis (Layer 7 flows)



Stealthy Malware Detection
Offense 2843 Rl summay @ Atacien © Twown () categares £ Amotatons - v S @]

Maagnitude ReleuanoWMis offense ] | 3

- Malware - External - Communication with BOT Control Channel ) ) H
UesEIplion containing Potential Botnet connection - QRadar Classify Flow ERGACON B events in 1 categories Potentlal Botn et Detected?

Attacker/Src | 10.103.6.6 (dhcp-workstation-103.6.6.acme.org) Start 2009-09-29 11:21:.01 L. .
Target{s)/Dest| Remote (5 Duration Os Th|S IS as fal’ as tradltlonal SIEM can gO
Network(s) | other Assigned to Mot assigned

Botnet Scenario This offense captures Botnet command channel activity from an internal host. The botnet node communicates with IRC

Hoies senvers running on non-standard ports (port 80/http), which would typically bypass many detection techniques. This sc...
First . . - p ’
Source L Destination L ICMP Source | Destinat | Source | Destinat Flow

Packet | Protocol | Source IP Destination IP Application

Time Port PO, TYPSICO(| Flags | Flags | QoS | QoS | Sourc QFlow detects a covert channel,
11:19 tcp_ip 10.103.6.6 | 48667 62.64.54.11 80 IRC SPA F.SPA |BestEffo US|ng Layer 7 ﬂOWS and deep
11:19 tcp_ip 10.103.6.6 | 51451 £2.181.209.201 80 IRC SPA F.SPA |BestEffor Class 1 | gradar paCket |nspect|0n
11:19 tcp_ip 10.103.6.6 | 47961 62.211.73.232 | 80 . MNIA FSPA |FSPA |BestEfforf Class 1 | gradar

Source Payload

B850 bytes

NICK IamaZombie
USER IamaZombNICK IamaZombie
USER IamaZombNICK IamaZombie
USER TamaZombPROTOCTL NAMESK
PROTOCTL NAMESX

PROTOCTL NAMESX

NOTICE Defender :[VERSION xchaNOTICE Defender
JOIN #botnet_command channel
JOIN #botnet_command channel

Irrefutable Bothnet Communication

Layer 7 flow data shows botnet
command and control instructions

Destination Payload
70 packets,
5006 bytes

:Lexington.KY.US.AccessIRC.Net:Lexington.KY.US.AccessIRC . Het:




Database Monitoring

Challenges

‘Chameleons’; Patient

attackers whose activity blends

in with the environment

Accurately identifying
breaches with only partial
Information

Analyzing data over long time
periods

Distinguishing attacks from
abnormal but innocent activity

Incomplete forensics

Required Capabilities

Activity baselining and
anomaly detection

Correlation of data access with
other network activity

Content capture for threat
determination (Layer 7 flows)



Database Monitoring

Top 5 Event Name Results By Count

41
43
g1

Legend

[0 Suspicious Users - Log Full Details

@ sccess violation

B Credit Card Mumbers, Unauthorized Users - Log Yiolstion

B =elects Commands, Mot APP User
B Urauthorized Users on Cardholder O

Visualize Data Risks

Automated charting and reporting
on potential database breaches

Correlate Database and
Other Network Activity

Enrich database security alerts
with anomaly detection and

flow analysis

Source IP {Unigue Destination IP
Event Name Cuun(t) 4 {Unigue Count) Log Source
Suspicious Users - Log Full Details 1010956 1010956 Guardium @ ol
Access violation 1010.9.56 1010.9.56 Guardium @ g8
Selects Commands, Mot APFP User, Cardholder Objects - 10.10.9.56 10.10.9.56 Guardium @ g8
Credit Card Mumbers, Unauthorized Users - Log Yiolation 10.10.9.56 10.10.9.56 Guardium @ g8
Unauthaorized Users on Cardholder Objects - Alert 10.10.9.56 10.10.9.56 Guardium @ o8
Suspicious Users, Cardholder Ohjects - Log Info 10.10.9.56 10.10.9.56 Guardium @ g8
50
= Low Level Catego Protocol (Unigue Username {Unigue
F_aﬂ Event NE\ {Unigue Cuun%) i Cuuirt) b Cuuni) b
£ Suspicious Users - Log Full Details \ Suspicious Activity ather Multiple (43
Access violation Access Denied other SYSTEM
Selects Commands, Mot APP User, Cardholder Ohjects - [\oformation other hultiple {2
Credit Card Kumhbers, Unauthorized Users - Log Yiolation L‘1auth0rized Access s other system
Unauthorized Users on Cardholder Ohjects - Alert Llauthorized Access g other system
Suspicious Users, Cardholder Objects - Log Info #spicinus Activity other system
SaL Error- Log rror other Multiple (2
Failed Login - Log YWiolation General Authentication other hultiple {3
Failed Login - Alert if repeated / General Authentication other Multiple (33

\/

Better Detect Serious Breaches

360-degree visibility helps distinguish true
breaches from benign activity, in real-time




Fraud attack methods evolve quickly

Man-in-the Browser Malware

AiinternetBank

Malware injection of these fields
Home  MyAccount  Personal

created by criminals

ATV Numte

il
.

%

-

[
¥

rind>

=

J

Criminals

i

== -
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Fraud attack methods evolve quickly

Malware injection of
Personally Identifiable

Fake fields created by criminals appear Information (PlI) fields
: as bank request fields o — —

Pour des mesures de sécurité, il vous sera nécessaire de confirmer vos informations.
* Nom ® Prénom * Date de nagsance -
* Addresse |
4
e . - Vie ® Code Postal # Numéro de {ééphane
Téléphone :
Email:
Numéro de Ia # Numero de carts bancaie :
Criminals
CaﬂB‘ . # Date d'expiration ; ® Cryptogramme visued :
- . — - T Questce gue clest?
U 1 - -
Date d explratl Dn . v ! M #* (ode d Authenbfication personnele:
ST MasterCard SecureCodes
Cryptogramme :
Cﬂntinuer ® Adresse Erad @
#® Champs obigatoires

Zeus BabyBerta Citadel



Fraud attack methods evolve quickly

Mobile Malware

User is prompted to enter
credit card

|

i Mobile Malware injection

of fake page Nob6aBuTb KapTy
\

m < © v .l = 14:00

BBeauTe naHHble KPeJUTHOW KapTbl, KOTOPYHO
XOTUTE UCnonk3oBaTe B GOOQ'E Koweneke.

% CBEPBAHK

Bceraa psiaom ,ElOSaBI/ITb KapTy

4444 3333 22221111
BBeaunTe AaHHble KPeAUTHON KapThl, KOTOPYH
XOTWUTe UenonbaoBaTe B Google Kowenbke.

\H omMep KapThbl

UaenTudpmkaTop Céep6ank OHSI@ii

Criminals




Addressing full Security Intelligence Timeline

Are we configured LETEE
to protect against happening right
these threats? now?

What was the
impact?

What are the external and

internal threats?

Vulnerability PREDICTION / PREVENTION PHASE Exploit REACTION / REMEDIATION PHASE Remediation
- X
e 3 y ,é
Pre-Exploit Post-Exploit
Prediction & Prevention Reaction & Remediation
Risk Management. Vulnerability Management. SIEM. Log Management. Incident Response.
Configuration Monitoring. Patch Management. Network and Host Intrusion Prevention.
X-Force Research and Threat Intelligence. Network Anomaly Detection. Packet Forensics.
Compliance Management. Reporting and Scorecards. Database Activity Monitoring. Data Loss Prevention.

8, 1o 4 Labs & ¢ @

Total Security Intelligence | An IBM Company



What Capabilities Can Help Protect Against Insider Threat ?

» Focus on both prevention and detection
= A truly advanced and persistent adversary will breach your defenses

= How quickly you detect the breach will determine its impact

» Smart preventive measures reduce weaknesses...
= Control your endpoints — Make sure patches are up to date
= Audit Web applications
= Find and remediate bad passwords

4 = Monitor device configurations for errors and vulnerabilities

» And advanced detection finds intrusions faster & assesses impact
= Flow analytics and network anomaly detection
= User anomaly detection

= Reconnaissance detection
= Stealthy malware detection La S

\_ * Database monitoring | An IBM Company




Can You Prevent An Insider Threat

Four key measures—

1. Whitelisting - (i.e., allowing
only authorized software to run
on a computer or network),

2. Very rapid patching of
applications

3. Very rapid patching operating
system vulnerabilities,

4. Restricting the number of
people with administrator
access to a system

85% of targeted intrusions can
be prevented.

L AUSTRAL Py



4. The Framework for Insider Threat
Detection & Remediation



Risk Assessment

Network

Visibility

Discover
AlllWired &
Wireless
Infrastructure

Device
Profiling

Detect and Classify
Every Endpoint
Device

Risk Mitigation

\%)

Easy
Onboarding

Simple and
Powerful
Device and User
Onboarding

Analytics

8 0
gy

Endpoint
Compliance

Pre-Connect Risk
Assessment of
Endpoint Devices

Historical Event Correlation and Trending

Network
Provisioning

Safe Network
Access
Assighment

SmartEdge.
Platform
Integrations

Security.

Mobility,

Wired &
Wireless




Safe Policy-Based Network Access

Single

Mgmt Appliance

A LT

Location 1

—._ High Trust
Required VLAN

—¥

— . Med Trust
W | Required VLAN

. Low Trust
E Required VLAN

—

~2~ No Trust
Required VLAN

Faculty
Data

Students
Data

Guest

Captive
Portal

Faculty
Registered Device
Compliance

Student
Registered Device
Compliance

Any User
Any Device
Not Jailbroken

Any User
Any Device




Endpoint Compliance

RISKSASSESSmMENT /
Assignment

Safe
Configuration

Required OS
Patch Levels

Endpoint

Protection
Symantec.

Mandatory i
Applications aIrWTtCh

Minimum .ri
Application Version ]

—




Restricting Privilege Access — From Tin to Twitter

Server, Desktop & Network OS Mainframes
— Administrator, Domain/Local — UID=0, Line-of-business
— Root, Super user, Admin, ... — RACF Special, ...
Databases (DBA + Apps) Applications
— SA, Sysadmin — Setup, Admin, App Local
— SYS, .. — Web Service Accounts, ...
Middleware VM Environments
— Proxy Accounts — Administrator

— Gateway Accounts, ... — Root




Extend clarity around incidents with
in-depth forensics data




How network forensics is done

Full Packet Capture
* Capture packets off the network

* Include other, related structured and unstructured content stored within
the network

Retrieval & Session Reconstruction
* For a selected security incident, retrieve all the packets (time bounded)

* Re-assemble into searchable documents including full payload displayed
in original form

Forensics Activity
* Navigate to uncover knowledge of threats

* Switch search criteria to see hidden relationships



How Network Forensics is Works -

o § S g 0RO

Extension of
Security Intelligence Platform

Expands Data Available
for Incident Forensics

Has Scalable
Search Infrastructure

Builds Intelligence

Enables Intuitive
Investigative Analysis

Built off high accuracy QRadar offense discovery
Improve efficiency of investigations

Data-in-motion and data-at-rest
Structured and unstructured data

Index all the data
Correlate all the data
Prioritize search performance

Automated identification and assembly of identities
Automated distilling of suspicious content/activity
Content categorization informs data exclusion
Reveals linkages between entities

Simple search engine interface

Visual analytics

Retrace activity in chronological order with
reconstructed content



From NetFlow to QFlow to... ...

Netflow: packet oriented, identifies
unidirectional sequences sharing source and
destination IPs, ports, and type of service

QFlow: packet oriented, identifies bi-directional
sequences aggregated into sessions, also
identifies applications by capturing the
beginning of a flow.

Competitive solutions: session oriented, some
only capture a subset of each flow and index
only the metadata—not the payload.




Changing the dynamics of network
forensics activities

Incident Forensics helps simplify the task, accelerate results, and ensure better results

* Performed by technically trained forensics researchers
* Hunt for anomalous activities within specified time frame

* |dentify threat actor and remediate malicious conditions

* Initiated using intuition with Internet search engine simplicity
* Follow security analytics or threat intelligence feed directives

* Retrace step-by-step movements for complete clarity

» Address skills gap for forensics analysis

* Win race against time finding true threats and halting data
loss

Benefit

» Determine root cause and prevent breach recurrences




Improve your visibility and prevention against
THREAT PROTECTION

= Networks Attacks, audits, status events and
: Ei;v;;isms ﬁ security DENEED vulnerabilities from SiteProtector
S — &IPS

Applicatityy :‘i’ Servers & Mainframes
= Scanners ——

Q, Network & Virtual Activity

H Data Activity
'Q Application Activity

- Configuration Info Anomaly Det

™
H Vulnerability & Threat

m User Activity

Extensive Data Sources Deep Exceptlgnally Accurate and
Intelligence Actionable Insight

Helps find threats other SIEMs might miss by combining Network Protection’s Protocol Analysis Module
signature analysis and QRadar’s anomaly detection capabilities

e  Enables immediate real-time threat awareness and powerful threat and offense prioritization
capabilities to establish definitive evidence of attack and visibility into all attacker communications

e Integrates X-Force security content

e  Qutstanding coverage available within full SIEM solution or targeted Network Anomaly Detection
offering




Clear, concise and comprehensive
delivery of relevant info

Offense 3063 8] Summary @ Attackers (@) Targets (=) Categories [Z] Annotaticns B Networks [1] Events Flows ['|Rules Actions ¥ (= Print 9|

Maagnitude Relevance | ] | Severity | g8 |Credibi|it¥ | 3
Target WVulnerable to Detected Exploit

pescron | e Coens ret e S| What was |
preceded by Recon - External - Potential Metwork Scan

AttackeriSrc | 202.153.48 66 the attaCkr) Start 2009-09-29 16:05:01

Target{s)yDest| Local (Y17 Duration 1m 32s

Network(s) Multiple (3} Assigned to Mot assigned .

Notes Wulnerability Correlatit_:n Use Case [llustr n of vulnerability data with 1DS alerts An attacker originating from China (20 Was It hg the
Conficker worm exploit (CVE 2008-4250),

Who was successful?
Attacker SUummary g Details % responSIbIe’)

Magnitude User Karen
Description 202153 48 66 Asset Hame Unknown
Vulnerabilities o MAC / Unknown
Location China Asset Welahl ]
Top 5 Categories ([[=)Categories Where do I .
Name | Magnitude Local Target Count flnd them') HOW Valuable
Buffer Overflow —_— 8
Misc Exploit How many —_— 2 [2 are the targetS to
Network Sweep 716 [ 1447
{ targets the business?
Top 5 Local Targets (&) Targets /
IPIDNS Name / [E |nvolved? Chained User MAC Location N weight
Windows AD Server / Unknown Unknown main 3
10.101.3.3 = Unknown Mo Unknown Unknown main 8]
10.101.3.4 Unknown Mo UnH main 0
DC108 Yes Mo Adny main 10
10.101.3.11 Unknown N Mo D Are any Of them main v}
Top 10 Events [\ Events Vu I nerable *
Event Name Magnitude Log Source Category Destination Dst Port Time
Misc Exploit - Event CRE ——— Custom Rule Engine-8 :: gradar-vm Misc Exploit 10.101.3.15 445 09-29 16:065:33
METBIOS-DG SMB v4 srvsvc MetrpPathCo... < I — Snort@ 10.1.1.5 (=0T =YW=Y ai FaiT ] 10.101.3.10 445 09-29 16:06:28
MNETBIOS-DG SMB v4 srvsvc MetrpPathCo... ~ Snort@ 10.1.1.5 . 10.101.3.15 445 09-29 16:06:33
Misc Exploit - Event CRE — Cuslom@% Where IS a” 10.101.3.13 445 09-29 16:06:31
Metwork Sweep - QRadar Classify Flow —-— Flow Classification Engine-5— . 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow —-— Flow Classification Engine-5 = qr the eVIdence? 10.101.3.15 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 : qr ' 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 & gradar-vim | EENES Qweep 10.101.3.15 445 09-29 16:05:01




NG Multi Layered Security Framework

Integrated automated capabilities delivered across a comprehensive security framework

Strategy, Risk and Compliance
Detect, analyze, and prioritize threats QRadar

Security Intelligence
and Analytics

ic Advanced Fraud

Reduce fraud and malware Trusteer

Identity and Access

Manage users and their access

Management
i InfoSphere
Discover and harden valuable assets Guardium
: .
p : Secure critical business applications AppScan
(8 )[&a] [
] i Network and
Advanced Security Protect infrastructure against attacks Endpoint Protection
and Threat Research
Monitor and evaluate today’s threats IBM X-Force

Managed, Cloud,
and Professional Services



All domains feed Security Intelligence

m Radar

Correlate new threats based on
X-Force IP reputation feeds

Hundreds of 3" party
information sources

Guardium Identity and Access Management
Database assets, rule logic and Identity context for all security
database activity information domains w/ QRadar as the dashboard

[ Tivoli Endpoint Management B
o ations urity and acilties sset
ce * Compliance agement

IBM Security Network
Intrusion Prevention System

Endpoint Managemen . ili
dp_o_ t anageme t , Flow data into QRadar turns NIPS AppScan vulnerablllty_ results feed
vulnerabilities enrich QRadar’ s ) . . QRadar SIEM for improved
» devices into activity sensors :
vulnerability database asset risk assessment

Tivoli Endpoint Manager

AppScan Enterprise



Q: Why, given the variety of
security technologies typically In
place, do information assets
remain at significant risk?

A: Traditional methods fail to
capture and alert on a
complete trail of information.
With fraud detection software,
you can solve this problem.



- THINGS TO THINK ABOUT

’ 1. When funds are gone, it's too late

A NSV 4 AN 7 |~ e, R WATEY

2. Logs never tell the complete story

SRV AN TIRE L N P Tl 1 Y0

%

3. Focus on analysis, not just alerts.

NS £ VRN He. ) RN N N\

4. Outdated methods waste time and money.

R\ NNEVESTANY ), /i il 7 STEEEEE R NS

5. If you could find a way to “see” fraud before it starts,
wouldn t you want to’?
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Questions?



