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AGENDA	……

Ø Role of a CISO

Ø Introducing CYBER RESILIENCE

Ø CYBER RESILIENCE Frameworks

Ø The TEN Commandments for CYBER RESILIENCE 

Copyright	©	2016	- Nanjgel	Solutions.	All	Rights	Reserved.



Role	of	CISO	&	Mindset	????
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Influencers
• Confident	/	prepared
• Strategic	focus

Protectors
• Less	confident
• Somewhat	strategic
• Lack	necessary	structural	

elements

Responders
• Least	confident
• Focus	on	protection	and	

compliance

have a dedicated CISO

have a security/risk
committee

have information security
as a board topic

use a standard set of
security metrics to track
their progress

focused on improving
enterprise communication/ 
collaboration

focused on providing
education and awareness

How they differ

IBM’s	2016	Chief	Information	Security	Officer	Study	revealed	the	changing	role	of	the	CISO
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Introducing	CYBER	RESILIENCE
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INTRODUCING	CYBER	RESILIENCE

• Cyber resilience involves a change in
mindset whereby you look to
identify how secure the business
needs to be in order to survive.
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BARRIERS	TO	CYBER	RESILIENCE?

• Lack of awareness (board level down)

• Silo thinking (“it’s an IT problem”)

• Narrow focus on regulatory compliance, not risk

• Confusion about what “good” looks like

• Cyber resilience demands a “whole system” 
view (technology and people)
o Cyber resilience has to be part of your 

organisational culture…
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RISKS	TO	VALUE

• Loss	of	corporate	reputation	and	customer	trust
• Financial	loss	and	reduced	productivity
• Regulatory	fines
• Reduced	competitive	advantage	
through	IP	theft

• (Damaged	personal	reputations)
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CYBER	RESILIENCE	FRAMEWORKS
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TEN	Commandments	for	
CYBER	RESILIENCE
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Summary	of	Cyber	Resilience
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