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Secure Cloud Computing

Cyber Network Operations -
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Mission Grade Cyber Defense

Operations, Development, Training
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Geospatial Data
Management & Analysis

Geospatial Data Collection
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Sensor Development & Integration
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Attackers break through conventional safeguards every day

packypee @ W H H EH @ H = E =
XS8Ss Heartbleed Physical Brute force Misconfig. Malvertising Watering Phishing SqaLi DDoS Malware Undisclosed
access hole
average time to detect APTs average cost of a U.S. data breach

256 days $6.5M
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We are in an era of continuous breaches

2013 2014 2015
Operational Near Daily Leaks Relentless Use
Sophistication of Sensitive Data of Multiple Methods
Year of the 40% increase 500,000,000+ records
Security Breach in reported data were leaked, while the future
breaches and incidents shows no sign of change
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Attack types B N
saL Spear DDoS Third-party Physical Malware Watering Undisclosed
software access hole

injection phishing
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The era of continuous breaches carry on...

2015
500,000,000+ records breached
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Attack types H H H B |
saL Spear DDoS Third-party Physical Malware XSS Watering Undisclosed
software access hole

injection phishing

Note: Size of circle estimates relative impact of incident in terms of cost to business
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Innovative technology changes everything

S S

1 trillion

connected 1 billion mobile
objects workers
I 1001101
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Social o
business g your
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Cloud and
virtualization
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Today's challenges

Escalating Attacks Increasing Complexity Resource Constraints

Designer Malware ‘%

Spear Phishing

Persistence

-
Backdoors
* Increasingly sophisticated attack methods * Constantly changing infrastructure
* Disappearing perimeters * Too many products from

multiple vendors; costly

* Accelerating security breaches to configure and manage

* Inadequate and ineffective tools
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ITSecurityJobs.com

Sorry, no applicants found

Struggling security teams

Too much data with limited manpower and
skills to manage it all

Managing and monitoring
increasing compliance demands
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The Fact of Reality?

Security Intelligence and Vulnerability Management
/_7 e :*LogRhythm
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Managed Security Services
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IT Security Challenges

@gl‘ Securlty s d" Bromium’ RAPIDI 4
o IBM MDpaloglie | Otenable .
Gomirars | wogys | <rirotys | @ mms Fragmented security
m palo Splunk> DAM2>ALLA @ Quar M
lets attackers in
Firewall SIEM ATD
HE e e “70 to 90 percent of all malicious incidents
could have been prevented or found
8 8 g sooner if existing logs and alerts had been
monitored”
Verizon Data Breach Investigations Report
ll L] . .
Human b’ Averagf time to contain a cyber attack is
31 days

Ponemon Institute “2014 Global Report on the Cost of
Cyber Crime”
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Yesterday’s practices are not working

$3-5M+ 85 tools from

Average cost
of a data breach 45 vendors
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We need a new approach —
The power to act — at scale
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Organizations Need to Speed Up
Breach Detection

On average, organizations take 229 days to detect
a data breach, according to a recent study from a
cybersecurity firm.

One reason for the lengthy detection time is two-
thirds of organizations are told about a breach by a
third party, rather than discovering it themselves.

Organizations looking to speed up breach
detection on their own, rather than relying on
others, need to improve their data analytics
capabilities, prioritize the type of data they want
to collect and analyze, and ensure they have
appropriate staff who can take the time to review
the data for suspicious activity.

By Jeffrey Roman, November 25, 2014.
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Security Intelligence —
Core Functionality for Cyber Security

=

Seceivr oy fmnsfellcgence

— — LOLAIL-

1 tre real—-tiwme collectionrn, normalizafion anol
analytics of the dato generated by wusers,
applicafions and vnfroastrictnve Hhat tvmmpacts Hire
IT secuvuridy and risk posfure of an enferprise

Security Intelligence provides actionable and comprehensive
insight for managing risks and threats from protection and
detection through remediation
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SECURITY ?
INTELILIGENCHE

vouu thinlk vou now

Not because wyoOu
‘3\:87"(11;111:‘* without guestionings,
but rathex
everything

you 'luestlon

because
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vou think wyou

ts about discoverin
hat you did not know!!
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Our Approach

“reuucence | wreration | innovaTion

Use insights Develop an integrated Use cloud

and analytics GIZPI' oa;h ": l and mobile
to identi ‘ \ stay anea y y
outlierfy { of the threat k for better {
v w
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"More Context” means more Integration

Security Systems solutions offer integration and interoperation, for the
benefit of customers who need their security infrastructure to support

relevant standards and integrate and interoperate for ease of operations and
for broad span of coverage.

The value of Security Integrations:

http://vyoutu.be/kxBVAZ1SxyS8

siloed tools aren't enocough
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Integration” means easier & more comprehensive

Security skills and staffing continues to lag at enterprise organizations.

Data points to a pretty substantial skills gap:

= 320% of organizations say that the network security skills of the infosec
staff are inadeguate in some, most, or alf cases.
- -— - - = 44% of organizations say that the number of networking/security stajf
: : with strong knowledge in both security and networking technology is
inadequate in some, most, or alfl cases.
= 38% of organizations say that the ability of the security staff to keep up
with network security changes is inadequate in some, most, or all cases.
= 379 of organizations say that the ability of the security staff to keep up
with the threat landscape is inadeguate in some, most, or all cases.
= 47% of organizations say that the number of employees dedicated to
network security is inadeguate in some, most, or all cases.

Large organizations have been segmenting networks, filtering packets, and
managing firewalls, IDS/IPS, network proxies, and assorted gateways for
vears. In spite of this experience however, they remained under-skilled and
understaffed and thus more vulnerable than they shhould be.

S
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Establish Security as a System

Key integrated capabilities

Endpoint patching Transaction
Firewalls and management protection
i z gl
i |n(;';|ldu?|nt t B Malware g Device
Sandboxing :;“anagr:nalent ./ protection _J management

= - Content security

Anti- ed
virus

A lication /_‘ ‘_T////,A_‘
scpap:\ning » Log, flow and Fraud
! big data analysis protection
2 B Security Anomaly &

detection
Access management

Virtual patching

Mobile

Network visibility

-/ Criminal
detection

A Intelligence
,_/ i . Vulnerabil ity
assessment
‘_\J identity

. and Access

Application
securi
management

o

Data
Data monitoring :

Managed
Services

Consulting

Services Identity management

Data access control
Entitlements and roles

Ecosystem Partners
Threat Research

TNANTOEL
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Establish Security as an Eco-System

BigFix
QRadar _
Incident __/ Trusteer Apex
Network Protection GX . Forensics S e e

Network Protection XGS g!‘?(da' . MobileFirst Protect
M'asnager (MaasS360)
Site Protector

MobileFirst Platform
{Worklight)

/_‘ Trusteer
AppScan

4 Mobile
Suite » QRadar SIEM

. QRadar Log Trusteer
_/’ ¥ Manager 5.+ Pinpoint
(n%gﬁ;g;yul nerability . Trusteer

/ Bia Data ’_{ - Rapport
— Big Da
&/‘ ‘—\1 ST B i i
% and Access

Federated Identity Manager

Guardium Suite

Key Lifecycle Manager Consuiting

| Managed
Services

Sarvicos Privileged Identity Manager

Access Manager
Ecosystem Pariners

IBM X-Force Research Identity Manager

S
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Our Methodology

Security Intelligence
Information and event management, Advanced correlation
and deep analytics, External threat research

Cross-domain Analytics, Reporting, Forensics and Management Capabilities

APPLICATION ENDPOINT NETWORK

DATA SECURITY SN SECURITY SECURITY
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What we need to do ?

¥ Visibility
Get full visibility into your Environment, Understand what is
happening & what is not.

v Detect
External & Internal Threats, Vulnerabilities, User Activity, Loss of
System and personal or sensitive Data.

¥ Report
Provide evidence in investigation, Historic & Real Time Data
gathering.

S
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What we else also do ?

¥ Respond
Virtual Firewalling, Data Protection, Block Access,
Turn off switch Port, Notification.

¢ Remediate
Incident management, Open Trouble Ticket, Self
Remediation, Integration with 3rd Party tools

S
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SANS 20 CRITICAL CONTROLS

csC a

Continuous Vulne:
s wvmmnaged devicss are t.w and prevented

CcsCcC 2
Inventory of Authorized and
Unauthorized Software
Ackinly manage (larsatoy, rack sl corech) ol
the network

the window of opportunity for attackers.
CcsSC s
Controlled Use of
Aamlnl-u-.m- Privi
Track, control,

e
s sositenlio s u-m.u-n-
privileges an com

ications.
[rn—
prevented from Inctalistion or emecut Ccsc 6
nununm . Monitoring,
cscC 3 of Audit Logs
Secure Configurations for :.uu. m..e and analyze audit logs of events
d Software on Mobile o«c«-. help detect, understand, or
from an attack.
CcsC 7
wming & digaros contgurtion massgement snd
change control proc

Email and Web Browser
to prevent attackers
o Sl volimoablasociicot Sk Aatilegic

PRESENTS

CIS
Critical
S ecurity

Controls
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ity
Properly back up critical information with
a proven methodology

Critical

csSC s csc il
Malware Defenses

Secure Configurations for Network

information, resources.
according
prevent attackers from qn..m. vulnerable services and
csSC 12
Boundary Defense
Manage (track, control, and correct) the Detact. prevent, and correct the Sow o lnformadion
i transferring networks of different trust levels

CSC 15

ongoing operational use of ports, protocols,

services devices in on security-damaging data.

order to minimize windows of vulnerabi
available to

csc 1o

Data Recovery Capabil

(LANS). acc
wireless chient systems.
Prevent data exfitration, mitigate the effects of cSC 16
exfitrated data, and ensure the privacy and integrity of
tive information. ward Control
The CIS Critical Security Controls for
ctive ©

r Defen

spacinc

Critical Security Controls are the Core of the NIST
ersecurity Framework

formal determination
approved dassification.

Wireless Access Control

masage the Me-cydle of syiem

sessme:
Appropriate Tr-lnln. to Fi

Gaps

CcsSC 14
c-mzmu-u Access Based
Devices such as Firewalls, Routers,
and Switches
Rcoblh, Impheced. sad sy S (6. report
on, and comrect) the

Identify the specific knowledge, skill, and abifities needed

The CIS Critical Security Controls as the Basis for
Cybersecurity Audits

Application Software Security

Manage the security life-cycle of all in-house developed and

acquired software in order to prevent, detect, and correct
security weaknesses.

Account Monitoring and

* What are my prioricies? s
Test the overall strength of an organization’s defenses
(technology. processes.
ing the objectives and actions of an attacker.
In Auditing the CIS Critical Controls
© U.S. Foderal Res

where to Learn More

Here are sor resources for effective planning and
mplementation of the CIS Critical Securtty Contron

1) SANS courses ”

SECA440: Critical Security Controis: Planning. Imelementing and Auditing
SEC440 dosa ot cantoin any Jabe. f the sisdent i loaking for nw-«n e by e e Comtrot,
hey should taks SEC56.

Al Pl i e e g g
£-DAY COURSE
SNCx el impianenting ans Ausiing Gua Crisical Secieity Contiole = tnDaeth
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NIST — CYBER SECURITY FRAMEWORK

Function Category

Unique Function Unique Category
Framework Components
2 Asset Management @
ID.BE Business Environment
Identify ID.GV Governance % .
Aligns industry standards and Cybersecurity activities and IDIRA RiskiAssessment
best practices to the Framework informative references, ID.RM Risk Management Strategy
Core in a particular organized around particular PR.AC Access Control
implementation scenario outcomes PRAT Awareness and Training
o — PR.DS Data Security
Supports prlontlzgtlon and/': Framework = - Enables PR.IP Information Protection Processes and Procedures
measurement while g Core communication of cyber -
factoring in business risk across an ERNIA, MeRAuCH
needs organization PR.PT Protective Technology <% .
DE.AE Anomalies and Events
Detect DE.CM Security Continuous Monitoring
Framework DE.DP Detection Processes
|mp|ementaﬁon RS.RP Response Planning
Tiers § RS.CO Communications
Respond RS.AN Analysis
RS.MI Mitigation
Describes how cybersecurity RS.IM Improvements
risk is managed by an organization RC.RP Recovery Planning
and .degree the risk managen'\er'ﬂ Recover RO ———
practices exhibit key characteristics —
/ RC.CO Communications
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NANJGEL AUTOMATED CYBER SECURITY FRAMEWORK

[GLOBAL THREAT INTELLIGENCE FEEDS ]
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Automated Framework Architecture

GRC

Risk & Compliance
Mgmt

Analytics

Identity / Privileged
Management

Network

NGFW

NG IPS

IPS/IDS

Email GW

Web GW

Anti Malware
Anti Phishing
NAC

Virtual Patching

Hardware Enhanced
Security

Copyright © 2016 - Nanjgel Solutions. All Rights Reserved.

IT- Governance, Risk & Compliance

Security Information & Event Management

Database Activity
Monitoring

Database Vulnerability
Encryption

Data Masking

Data Redaction

Data Loss Prevention
IRM/ DRM

Endpoint Management
Device Control

HDLP

Encryption

TFA

Malware Protection
Fraud Protection
Power Management

Infrastructure

Application

Dynamic/ Static Scans
App Source Code
Review

App Vulnerability Scan
Web Application FW
Pen Testing
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Cyber Analytics — Using IBM QRadar

Security . QRadar QRadar
: QRadar Log QRadar Risk i g
Intelligence Manager QRadar SIEM r— Vull;erablllty émde-nt
Solutions anager orensics

/ Reporting Real-Time \

o Work flow Rules Engine Viewer
Security I ]
Intelligence )
Operating Warehouse
System

o
. ~

—
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c Security devices
Oo
.‘ Servers and mainframes

‘ ) Application activity
3

Configuration information

b,/
{‘ Vulnerabilities and threats

) Usersand identities

. C'/\! Global threat intelligence

Security Intelligence Feeds

— ;’f%
Geo Location Internet Threats  Vulnerabilities

Correlation

¢ Logs/events

¢ |P reputation

* Geographic location  offense identification

Activity baseliningand ~ * Credibility ((
anomaly detection * Severity \

o User act|v|ty * Relevance /
* Database activity Suspected

¢ Application activity incidents

* Network activity

Solutcomns




Cyber Security Automation — EVAS — ForeScout

See

. Security Information
: and Event

& Managed Unmenaged Management System

-8 000000 080
i 000 000 060 E=

PATCH

000 000 €00 g

Antiviru
lgzt\\fl:félefg @ @ e antlrnfr—dZte @ @ ‘ &0
Vulnerabiity " Firewall
Applications B m Broken agent a n Internet
AGENTLESS
CONTINUOUS 6l s 2 OQ@
\ reScout |

N
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ForeScout CounterACT®
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o4l

©

0o

o Managed Devices
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Automated End User Risk Analysis

NG USB2 () 8 ]|
WERAMIND S
User Activity Tracking ; oon 8 A
Email Capture - 5 bk
o) % [ Visual Screen Recording
e ' bcomng atpinge-mis
" Fietnader & US8 séckinerbon Capture all ncoming md ougoing email Rl T r——
) Lo i iy hav s i
i Works with Ouook, Web Outock, Grma, Yehoo, Fom
2 > Yandex, and more ) s ol s pucs cpto AV
~ Websies vitd B sewviorruss T —
See satisics such as number of e-mails imut Search g g
Nl m it e e e e
inside e-mails and see content
See e-mail attachments
Build skrts based on e-mails
- & Sowsldonrioets. X |
John Doe
eventi i i B it 2 facebook.com ” :
Prevention and notification o Keystrokes Reporting
e
520 930
Csbized stans whes wmething questoaableis a , Record every keystroke that users type — —
heppening, R (NN SHES: --atatan emalvmntiivng ) EWPLOVEES e ' '
erd'c a MONITC mavIo " Know when users are acive cridle 1 :
) xclude predefined sgplications from 1
Crate smple s besod on anything Bt Teramind : 3 I
et AT o e stroke recording, for privacy 1 Chck on w sspehot Rosew  vilew plshick i b i
ke, BEHAVIOR RULS H
Far cumple B 2 &
EMPLOYEES ek
fausertries tosends an o-mal foyourGeampedot cam,
Or—
10 1030
Lockou the wer when ey ryto copy i o 5 how are yo ) S Su
IVATE o3 USB e i »
H
Limi facebock we to 15 mines & dey, then Block VIEW ALL NOTIFICATIONS : i

7) Cetnofid whem s DB qury & madeivevig
cmfietal ube s e e than W07
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Automated Global Threat Intelligence

LookingGlass monitors the broadest possible set
of sources to maximize detection and speed

C000O®

-
':g?‘g LOOKINGGLASS

Anti-Phishing  Anti Spoofing C-Level Social Media Domain Patented Site-
Take down DMARC ID Theft Monitoring Name Sedal Early-
Service Email Service Fraud Facebook, Registrations Detection
Detection Twitter eic and “Go System
Live" Alerts
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Established in 2005 We lead the
providing IT way in a
Security different

Solutions approach to

information
security
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About Us

Presence in Middle
East, Europe & Long standing
India with over 12 customer
strategic partners relationships
& alliances across all
verticals

We provide next
generation IT
solutions for

secured business

operations
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Any question?
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