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InformatIon  
securIty plannIng

IntroDuctIon1. 

oVerVIeW1.1 
information security planning is the second phase of the risk management process. this document 
is intended as a guide for developing an information security plan (isp) for services and their 
supporting systems of the abu Dhabi government entity (aDge). the intention of such a plan is to 
protect aDge information within the service commensurate with the risk and magnitude of harm that 
could	result	from	the	loss,	misuse,	unauthorised	access	to,	or	modification	of	such	information.

This	document	provides	guidance	on	how	to	specifically	select	controls	to	address	the	security	risks	
and how to develop and follow a plan that documents the implemented and planned controls for 
an information system and the information contained within the system. since information security 
Planning	 is	 an	 ongoing	 process	 that	 reflects	 any	 changes	 made	 to	 the	 organisation	 or	 service,	
security	issues	should	continue	to	be	identified	and	addressed	as	the	risk	environment	evolves.

the risk management process is the conduit to appropriately applying the abu Dhabi information 
security management and functional processes, requiring that aDges protect government 
information commensurate with the risk and magnitude of harm that could result from its loss, 
misuse,	unauthorised	access,	or	modification.	The	Risk	Management	process	can	be	broken	down	
into four phases, as shown in figure 1:

Risk
Assessment

Information
Security
Planning

Security Testing 
& Evaluation

Certification & 
Accreditation

figure 1: four phases of the risk management process and supporting guides

the Abu Dhabi Information Security Planning Guide is supported by additional accompanying risk 
management guidance (e.g., Risk Assessment Guide, Security Testing & Evaluation (ST&E) Guide, 
Technical Testing Guide, Information Security Standards, and the Certification & Accreditation 
(C&A) Guide1) and training. these documents will provide the necessary guidance to help entities 
appropriately	determine	their	risk	profile,	select	mitigating	controls,	verify	and	validate	those	controls	
as necessary, and ultimately certify and accredit that their services are adequately secure. for a 
complete explanation of the abu Dhabi systems & information Centre (aDsiC) risk management 
process, please refer to the Abu Dhabi Risk Management Guide.

scope1.2 
the functional scope of the Abu Dhabi Information Security Planning Guide centres on information 
security looking beyond the traditional focus of information technology. this ensures that sensitive 
government information is protected throughout its lifecycle within a service, not just in the systems 
where data is processed. in addition, abu Dhabi fully recognises the importance of developing such 
a programme in coordination and integration with the related assurance disciplines of physical 

1 ADSIC will, over time, develop additional procedural and functional guidance across the information 
security domain.
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security, personnel security, business continuity, and cross-functional risk management, and the 
importance of directing the programme to assure government missions rather than only information 
technology. each of these related assurance disciplines are included within this programme, and 
contain	specific	activities	to	ensure	integration	under	a	mission	assurance	umbrella.

applIcaBIlIty1.3 
the Information Security Planning Guide applies to abu Dhabi government personnel, contractors, 
and third party organisations and individuals2. this encompasses all information and information 
technology assets to include hardware, software, media, facilities, data, and electronically stored 
information that may be owned, leased, or otherwise in the possession, custody, or control of the 
abu Dhabi government.

complIance anD enforcement1.4 
per Abu Dhabi Information Security Policy, compliance with the risk management process 
is mandatory3 and information security planning is a key part of the process. the successful 
implementation of security controls across the government of abu Dhabi can only be fully effective 
when all stakeholders operate in a consistent manner and follow this process. this means that the 
entire government workforce must act responsibly.

personnel and entities found to be non-compliant with this Abu Dhabi Information Security Planning 
Guide may have their access to information systems revoked and may be subject to disciplinary 
actions and legal prosecution as supported by existing laws and policies of the united arab emirates 
(uae) and abu Dhabi (e.g., the uae Cyber laws). services that fail to comply with this document may 
not be allowed to process government information.

enforcement and monitoring of these standards is a shared responsibility of aDsiC, each 
Government	 entity’s	 Chief	 Information	 Security	 Officer	 (CISO),	 and	 the	 Abu	Dhabi	 Accountability	
authority.

Document layout1.5 
the document will provide the reader with the information and tools needed to adequately plan 
security controls for a government service and its supporting systems. it is divided into three main 
sections:

section 1•	  provides the overview, background, and purpose of this document, and answers 
the question, “Why conduct information security planning?”

section 2•	  provides answers to frequently asked questions about information security and 
some of its key components.

section 3•	  provides a step-by-step guide to conducting information security planning, and 
answers the question, “how is information security planning conducted?”

appendices•	  provide information to support the information security planning process, 
including a template that can be used to complete the information security planning steps 
in section 3.

2 This document applies to civilian Government organisations only; intelligence/military services are 
excluded.
3 Consistent with the overall concept of risk management, the implementation of controls shall be done in 
consideration of the System Owner’s view of acceptable risk. Deviations from the Abu Dhabi security controls 
and processes are acceptable when residual risks are formally accepted by the System Owner through the 
Risk Management process.
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freQuently asKeD QuestIons2. 

WHy conDuct InformatIon securIty plannIng?2.1 
Abu Dhabi’s Information Security Policy requires risk assessments to be performed as part of the 
mandatory adoption of a risk management process for all services and their supporting systems. 
Benefits	of	performing	risk	assessments	include:

identifying weaknesses in government services as well as the underlying it infrastructure•	
enabling management to make informed decisions on the implementation of security •	
controls and remediation measures

promoting a consistent approach to measuring risk•	
allowing stakeholders to place values on potential losses•	

information security planning is the second phase of the risk management process and follows 
the risk assessment phase. During the second phase, the information security planning process 
intends to identify and select risk mitigation routes to reduce, avoid, transfer, or accept risks. a 
detailed	 Information	Security	Plan	 is	developed	 to	address	 the	problems	 identified	during	 the	 risk	
assessment.

WHen sHoulD InformatIon securIty plannIng Be conDucteD?2.2 
Information	Security	Planning	 is	a	 continuous	process	 that	addresses	 risks	 identified	 through	 risk	
assessments or any other means. government services are continuously evolving to meet the 
requirements of their organisation, and as their components change and new functionalities are 
added, new risks are introduced. these changes may warrant a risk assessment to be conducted 
outside of the normal cycle. even if a risk assessment is not triggered, the information security 
Plan	should	be	updated	to	reflect	the	changes	and	their	 impact	on	currently	 implemented	security	
controls.
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PDCA

Update ISPUpdate ISP

Update ISPUpdate ISP

figure 2: the risk management process and information security plan update

HoW mucH tIme Does InformatIon securIty plannIng taKe?2.3 
the time needed for information security planning depends on the service and its supporting 
systems in review. a complex service will take more time to evaluate than a relatively simple service. 
During the risk assessment phase, the services have been assigned a risk level designation, 
ranging from ‘loW’ to ‘high’. this categorisation provides a rough guideline for the time needed 
for information security planning, whereby a service categorised as ‘high’ would require more time 
for its information security planning and would need to be reviewed more frequently than a service 
categorised as ‘loW’.

WHat If rIsKs Do not HaVe aDeQuate controls?2.4 
in case the entity is unable to identify adequate controls during the information security planning 
phase	for	risks	identified	during	the	Risk	Assessment	phase,	it	could	do	one	of	the	two	things:	either	
accept	the	risk	or	avoid	it	by	not	offering	the	specific	service	for	which	the	risk	exists.	Please	refer	to	
section 3.4 for further information.
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WHo Is responsIBle for performIng InformatIon securIty 2.5 
plannIng?

information security planning is the responsibility of the system owner. While the system owner 
may delegate various tasks to individual parties, he/she is ultimately responsible and accountable 
for control implementation and security. please refer to the Risk Management Guide for detailed 
overview of all applicable roles and responsibilities.

HoW Does InformatIon securIty plannIng relate to tHe Iso/Iec 2.6 
27001:2005 stanDarD?

ISO/IEC	 27001:2005	 specifies	 the	 requirements	 for	 establishing,	 implementing,	 operating,	
monitoring, reviewing, maintaining, and improving a documented information security management 
System	(ISMS)	within	the	context	of	an	organisation’s	overall	business	risks.	It	specifies	requirements	
for the implementation of security controls customised to the needs of an individual organisation or 
its parts.

a key component in establishing the information security management system is to incorporate a 
risk management process. since information security planning is a step in the risk management 
process,	 it	 is	 required	 to	 be	 implemented	 and	 demonstrably	 operated	 to	 realise	 the	 benefits	 of	
implanting the iso/ieC 27001:2005 standard.

WHat are securIty controls?2.7 
security controls are actions, devices, procedures, techniques, or other measures that intend 
to reduce the risks associated with an information system. the term itself is synonymous with 
countermeasures and safeguards.

WHat are confIguratIon settIngs anD patcHes?2.8 
Software	configuration	settings	allow	 information	systems	to	be	configured	 in	a	specific	manner	to	
meet	organisational	needs,	and	often	impact	on	the	security	posture.	Default	configuration	settings	
are often insecure, providing services that may not all be required by the organisation and are often 
used for backward compatibility. these types of vulnerabilities can be detected by automated scans 
and may be corrected by changing software parameters.

Software	programmes	are	complex	and	are	littered	with	bugs	and	flaws	that	introduce	vulnerabilities	
into the system where the programmes reside. these vulnerabilities are frequently detected after the 
software has been released—sometimes years afterward. When these vulnerabilities are detected, 
vendors	 investigate	 the	 cause	 and	 fix	 them.	 Theses	 fixes,	 issued	 as	 patches,	 usually	 require	 a	
considerable amount of time to implement. once a patch is made available, it must be applied to 
eliminate the vulnerability.
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InformatIon securIty plannIng steps3. 

metHoDology3.1 
This	section	of	the	document	provides	a	logical	flow	that	represents	the	order	in	which	Information	
security planning steps should be followed. the process is divided into eight steps:

step 1: Determine risk treatment priority

step 2: identify potential Controls

step 3: Determine Cost-effective Controls (optional)

step 4: Determine mitigation route and select Controls (optional)

step 5: assign responsibility and schedule implementation

step 6: implement Controls

step 7: Verify Control implementation

step 8: Develop information security plan

all of these steps are mandatory except 3 and 4, and each is reliant upon output from the previous 
step and should be done in sequence. figure 3 depicts the information security planning process.

at the end of this information security planning exercise, two deliverables will be produced, the 
Risk	Treatment	Plan	and	the	Information	Security	Plan	(ISP).	The	output	of	the	first	7	steps	should	
be captured in the template provided in appendix D of this document, that will result in the risk 
treatment plan. step 8 will produce the information security plan (a template is provided in 
appendix e), taking the information captured in the risk treatment plan and conducting interviews 
with administrator and developers to obtain additional information. the guidance for conducting 
each	step	 is	provided	 in	 this	document,	with	specific	 reference	to	 the	key	 inputs	and	outputs	 that	
are expected for each step. a worked example4 is also provided to demonstrate outputs for each 
step and a snapshot of this example is provided at the end of each step that shows the completed 
information.

4 The worked example is based purely on fictional data, and any resemblance to real services is coincidental.
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Input Activity Output

A list of risks identified during 
risk assessment phase

Prioritised list of risks based 
on severity levels

STEP 1
Determine Risk 

Treatment Priority

Prioritised list of risks based
on severity levels 
ADSIC Information Security
Standards Guide

A list of potential controls that
may be implemented to treat 
each risk

A list of potential controls that
may be implemented to treat 
each risk

A list of potential controls along 
with resource requirements that
may be implemented to treat 
each risk and whether the
controls are cost-effective 

STEP 3
Determine

Cost - Effective Controls

A prioritised list of risks identified
during Risk Assessment
A list of potential controls along 
with resource requirements that 
may be implemented to treat 
each risk, and whether the 
controls are cost effective  

Senior management decision on
mitigation route for each risk
Name of senior manager who 
makes decision
A list of controls that have been
selected to be implemented

STEP 4
Determine Mitigation 

Route and Select Controls

A list of controls that have been
selected to be implemented 
along with resource requirements

List of individuals assigned to
implement the controls or set 
of controls within a given 
schedule

Controls that have been
selected to be implemented 

Status of the implementation 
of the security control or set of 
controls and implementation 
date

An implemented control or set
of controls

The outcome of the test to verify 
correct implementation of a
control or set of controls along 
with the verification date 
Any residual risk following 
control implementation

The outputs from Steps 1 
through 7 Information Security Plan

STEP 2
Identify Potential Controls

STEP 5
Assign Responsibility 

and Schedule Implementation

STEP 6
Implement Controls

STEP 7
Verify Control 

Implementation

STEP 8
Develop Information

Security Plan

figure 3: information security planning process steps
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plan rIsK treatment3.2 

Input Activity Output

A list of risks identified during 
risk assessment phase

Prioritised list of risks based 
on severity levels

STEP 1
Determine Risk 

Treatment Priority

Prioritised list of risks based
on severity levels 
ADSIC Information Security
Standards Guide

A list of potential controls that
may be implemented to treat 
each risk

A list of potential controls that
may be implemented to treat 
each risk

A list of potential controls along 
with resource requirements that
may be implemented to treat 
each risk and whether the
controls are cost-effective 

STEP 3
Determine

Cost - Effective Controls

A prioritised list of risks identified
during Risk Assessment
A list of potential controls along 
with resource requirements that 
may be implemented to treat 
each risk, and whether the 
controls are cost effective  

Senior management decision on
mitigation route for each risk
Name of senior manager who 
makes decision
A list of controls that have been
selected to be implemented

STEP 4
Determine Mitigation 

Route and Select Controls

A list of controls that have been
selected to be implemented 
along with resource requirements

List of individuals assigned to
implement the controls or set 
of controls within a given 
schedule

STEP 2
Identify Potential Controls

STEP 5
Assign Responsibility 

and Schedule Implementation

figure 4: plan risk treatment

Determine risk treatment prioritystep 1: 

A list of risks identified during the Risk Assessment phaseStep 1 Input: 

Severity	 levels	 defined	 at	 the	 end	 of	 the	 Risk	 Assessment	 phase	 for	 each	 of	 the	 identified	 risks	
will determine the prioritisation of risk treatment, which is achieved through information security 
planning.

the use of risk severity levels ensures that risks requiring urgent treatment are given higher priority, 
allowing	for	the	optimisation	of	resources	in	order	to	address	the	most	urgent	risks	first.	Later	on	in	
the information security planning process, namely during step 5, the implementation of controls is 
scheduled.

The	following	figure	illustrates	these	risk	severity	 levels.	Risks	with	higher	severity	 levels	should	be	
treated before ones with lower severity levels. for example, a risk with a severity level of 6 should be 
treated before a risk with a severity level of 5.
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L/L

M/L

M/M

H/L

H/M

L/M

L/H

M/H

1

2

3

4

5

6

SE
VE

RI
TY

H/H

figure 5: risk severity levels

if multiple risks have the same severity level, other factors may be taken into account to prioritise 
treatment—such as the estimated level of skills and the cost to mitigate the risk. these adjustments 
will	be	made	during	Steps	6	and	7	of	the	Information	Security	Planning	phase	and	will	be	reflected	in	
the scheduled implementation dates.
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Prioritised list of risks based on severity levelsStep 1 Output: 

rIsK

step 10

rate rIsK

6

5

5

4

risks are sorted in descending order, with 
highest priority risks at the top.

this step is from the risk 
assessment; risk priority will 
be based on it.

plan rIsK

step 1

DetermIne treatment 
prIorIty

6

5

5

4

figure 6: prioritise risks

Identify potential controlsstep 2: 5

Step 2 Input: 

Prioritised list of risks based on severity levels•	
Abu Dhabi Information Security Standards Guide•	

once the risks stemming from the risk assessment are prioritised, security controls to treat the 
identified	risks	need	to	be	identified.	The	first	action	is	to	understand	the	risk	and	determine	a	set	of	
possible security controls that would mitigate the risk.

neW or enHanceD controls mItIgate rIsK By:

Eliminating	vulnerabilities	(weaknesses	or	flaws)
example: patching servers ▪

reducing capacity or motivation of the threat source
example: increasing cost of compromise vs. value of gain for the attacker ▪

reducing the magnitude of an adverse impact
example: Backing up data or maintaining an alternate processing site ▪

Determine mitigration stepstable 1: 

5 This step focuses on the reduction of a risk and to a lesser degree discusses risk avoidance. A risk 
mitigation route will be selected later in this process that includes reduction, avoidance, acceptance, or 
transfer based on the cost-benefit analysis of controls identified in this section.
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additionally, the following table shows conditions and responses as they are encountered during 
control	identification.

conDItIon response

When a vulnerability exists implement controls to reduce the likelihood of a 
vulnerability being exercised

When a vulnerability can be 
exercised

apply layered protections, architectural designs, and 
administrative controls to minimise the risk of, or prevent, 
this occurrence

When the attacker’s cost is less 
than the potential gain

apply protections to increase the cost of an attack and to 
limit potential gain (e.g., use of system controls such as 
limiting what a system user can access and do)

When loss is too great apply design principles, architectural designs, and 
technical and non-technical protections to limit the extent 
of the attack, reducing the potential for loss

example Conditions and resposestable 2: 

in order to identify the appropriate mitigation for a risk, it is necessary to determine the object/
component that needs protection, the vulnerability, and the source of the threat. all of these pieces 
of	 information	 are	 identified	 in	 the	 Risk	 Assessment.	 These	 three	 pieces	 of	 information	 will	 help	
identify the type of control6 that will need to be implemented and whether the required solution is 
going to be technical or not.

Once	the	asset	and	 its	associated	vulnerabilities	are	 identified,	 the	 level	of	protection	required	for	
the asset will need to be determined. the likelihood and the impact levels will drive the protection 
level required. likelihood is the probability that the vulnerability will be exercised, and impact level 
indicates	the	extent	of	the	damage	that	will	 result.	The	 impact	of	the	attack	 is	defined	in	terms	of	
confidentiality,	integrity,	and	availability	and	helps	determine	which	area	requires	the	most	focus.

Some	 risks	 may	 require	 technology-	 or	 platform-specific	 controls	 for	 treatment	 (e.g.,	 a	 Web	
application or microsoft Windows); these could include the insecure implementation and 
configuration	 of	 software.	 Such	 vulnerabilities	 need	 to	 be	 addressed	 by	 applying	 patches	 and	
changing	configurations	to	a	more	secure	state.

Feasibility	and	effectiveness	of	controls	should	be	evaluated	 to	ensure	 that	 identified	controls	are	
compatible with the environment and do not hinder the entity’s mission. the controls need to be 
evaluated to ensure that the degree of protection is commensurate with the security requirements of 
the service and its supporting systems (see Figure 7).	Security	control	identification	should	be	made	
with the entity’s mission in mind. the impact that security controls have on productivity should be 
minimised, making the implemented control as transparent to users as possible.

6 Risks and security controls do not always have a one-to-one ratio. A single control can mitigate multiple 
risks, and multiple controls may be required to mitigate a single risk.
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Risk
Assessment

Business
Goals

Security
Planning

Feasible & Effective
Security Control

figure 7: Control feasibility and effectiveness

When identifying security controls to mitigate risks, the entity should consider management and 
functional processes. a security control is developed to improve the information system’s security 
posture. these controls can be then broken down further into detective, preventative, and corrective 
controls:

Detective – •	 these controls aim to detect events, such as security incidents.

preventative – •	 these controls aim to prevent events from happening, such as a security 
breach. many of these controls can also be categorised as deterrent controls that 
discourage undesirable actions.

corrective – •	 these controls come after the fact and are activated when an incident has 
taken place and are normally used in conjunction with detective controls. many of these 
controls can also be categorised as recovery and are manually conducted as opposed to 
automated.

DetectIVe preVentatIVe correctIVe

management review violation 
reports

Background checks termination of 
employee

functIonal motion detectors media sanitisation fire suppression

examples of Controlstable 3: 

the risk assessment process may involve the use of vulnerability and penetration testing tools, with 
output	that	entails	a	report	containing	recommended	technical	controls	for	each	finding	(e.g.,	patch	
upgrade recommendation, blocking access to a particular port, etc.). each of these technical controls 
should be reviewed for feasibility and effectiveness. for example, a recommended operating system 
patch upgrade may have compatibility issues with certain applications residing on a server. this type 
of review can be facilitated by using information found on knowledge bases such as mitre’s Common 
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Vulnerabilities and exposures (CVe7) and the national institute of standards and technology’s (nist) 
national Vulnerability Database (nVD8).	The	figure	below	depicts	the	patch	management	cycle.

Deploy Patch

Test Patch

Patch
Management

Cycle Patch
Available

Acquire
Patch

Vulnerability
Identified

figure 8: patch management

all services must be compliant with the security controls listed in the Abu Dhabi Information Security 
Standards.

management security controls

management security controls are in the form of policy, guidelines, and standards that organisations 
implement, and are executed through operational processes and procedures.

a full set of applicable controls is found in the Abu Dhabi Information Security Standards. the 
following is a list of examples.

management detective controls include:

Background checks – •	 the process of conducting background investigations (usually 
involving	official	and	commercial	records	about	a	person)	of	employees/contractors	before	
hiring or granting access to sensitive information (Control standard Hr-8.1.203).

risk assessments –•	  the process of analysing threats and vulnerabilities of an information 
service, and the potential impact resulting from the service’s loss of information or 
capabilities. this analysis is used as a basis for identifying appropriate and cost-effective 
security controls (Control standard rm-3.1.103).

7 Common Vulnerabilities and Exposures (CVE) is a dictionary of common names (i.e., CVE identifiers) for 
publicly known information security vulnerabilities. The entire dictionary is publicly available at http://cve.
mitre.org/.
8 NVD is the U.S. Government repository of standards-based vulnerability management data. It has a great 
deal of information about vulnerabilities, mitigations, and incompatibility issues. Its database is publicly 
available at http://nvd.nist.gov/.
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management preventative controls include:

assignment of responsibility –•	  the assignment of security responsibility to individuals 
to	 ensure	 accountability	 by	 requiring	 specific	 actions	 to	 be	 undertaken	 to	 maintain	 the	
security posture of the service (Control standard Hr-8.1.103).

Development of security plans –•	  the formulation of plans to determine and document the 
current security posture of a service and plan improvements (Control objective sp-1.3).

segregation of duties –•	  the principle requiring that no single user has the access to carry 
out a sensitive transaction without being noticed. multiple user involvement serves as both 
a deterrent and multiple points of failure for an undesirable activity (Control standard cm-
10.1.303).

least privilege –•	  the principle requiring that each subject be granted the most restrictive 
set of privileges needed for the performance of authorised tasks. application of this 
principle limits the damage that can result from accident, error, or unauthorised use of an 
information system (Control standard Ia-11.2.203).

rules of behaviour –•	  rules established to ensure that users are aware of the expectation 
of responsibility and accountability with regard to information and information system 
usage (Control standard am-7.1.303).

management corrective controls include:

Business continuity management –•	  plan for continuing of an organisation’s essential 
functions at an alternate site and performing those functions for the duration of an event 
with little or no loss of continuity before returning to normal operations (Control standard 
Bc-14.1.103).

Incident response plans –•	  processes and procedures that ensure proper steps are taken 
to limit damage when an incident occurs, and which determine the cause and prevent 
similar future events (Control standard Im-13.2.103).

security planning – •	 the process of planning, implementing, testing, and documenting 
security controls of an information service and ensuring adequate security (control 
objective rm-3.1, rm-3.2, rm-3.3).

functional security controls

functional security controls are primarily implemented ‘around the system’ to ensure a secure 
functioning	 of	 that	 system.	 They	 are	 implemented	 to	 address	 functional	 deficiencies	 and	
environmental threats that could be potentially targeted. to ensure consistency and uniformity, these 
procedures	are	defined,	documented,	and	maintained.	

a full set of applicable controls is found in the abu Dhabi information security standards. examples 
include:

functional detective controls include:

audit logging – •	 the system-generated chronological record of system activities that 
enables reconstruction and examination of a sequence of events (Control standard cm 
10.10.203).

Intrusion detection systems –•	  intrusion detection systems (iDs) are used to detect 
behaviours/attacks that can compromise the security of a computer system. these can 
include network attacks against vulnerable services, data-driven attacks on applications, 
unauthorised	 logins/access	 to	 sensitive	 files,	 and	 malware	 (e.g.,	 viruses,	 Trojan	 horses,	
worms). iDs is a component of boundary protection (Control standard Ia-11.4.603).
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Virus or malware detection software – •	 also known as antivirus software. these are 
computer programmes that attempt to identify, neutralise, and eliminate malicious 
software. today’s antivirus software is designed to combat a wide range of threats, 
including worms, rootkits, trojan horses, and other malware (Control objective cm-10.4).

Intrusion alarms – •	 Electronic	devices	that	detect	motion	in	a	specific	area	and	alert	of	an	
intrusion (Control standard pe-9.1.303).

surveillance equipment –•	  a system comprised of video cameras and/or digital video 
recorders	to	conduct	surveillance	of	a	specific	area	such	as	a	data	centre	(Control	Standard	
pe-9.1.303).

smoke detectors –•	 	Electronic	devices	that	detect	fire	or	smoke	in	an	area	such	as	a	data	
centre (Control standard pe-9.1.503).

change management – •	 Process	 of	 controlling	 modifications	 to	 hardware,	 firmware,	
software, and documentation to ensure that the information system is protected against 
improper	modifications	prior	to,	during,	and	after	system	implementation	(Control	Standard	
cm-10.1.203).

functional preventative controls include:

access controls –•	  access controls limit access to information system resources 
to authorised users, programmes, processes, or other systems. these controls are 
implemented through methods such as role-based access controls, mandatory access 
controls, attribute-based access controls, etc. (Control objective Ia-11.4).

Identification and authentication –•	 	Identification	is	the	process	of	identifying	a	valid	user,	
and authentication is the process of verifying the user’s claimed identity (Control standard 
Ia-11.5.203).

cryptography – •	 a method of hiding information through crypto-algorithms by an information 
system	 to	 authenticate	 users	 or	 to	 ensure	 confidentiality	 and/or	 integrity	 of	 information	
(Control standard Is-12.3.103).

communication protection – •	 The	process	of	protecting	the	integrity	and	confidentiality	of	
information in transit, usually through use of cryptography (Control objective Is-12.3).

media handling and labelling – •	 the processes and procedures put in place to ensure 
that media are labelled according to sensitivity of data stored and handled to prevent 
unintentional disclosure (Control standard cm-10.7).

media sanitisation – •	 the processes and procedures put in place to ensure that media 
is disposed of or reused in a secure manner to prevent inadvertent disclosure (Control 
standard cm-10.7.203).

functional corrective controls include:

system restore – •	 system restore is a component of microsoft’s Windows Xp and 
Windows	Vista	operating	systems	 that	allows	 for	 the	 rolling	back	of	 system	files,	 registry	
keys, installed programmes, etc., to a previous state in the event of a failure. third party 
tools can also be used to perform similar functions for other operating systems (Control 
standard cm-10.5.103).

fire suppression system – •	 This	 is	 triggered	by	 a	 fire	 and	aims	 to	 suppress	 that	 fire	 by	
means	of	 sprinkler	 installation,	 fixed	fire	hoses,	handheld	fire	extinguishers,	 etc.	 (Control	
standard pe-9.1.503).
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A list of potential controls that may be implemented to treat each Step 2 Output: 
risk

Controls to be implemented. may contain multiple options at this point.•	
any recommendation made during the risk assessment process should be evaluated for •	
feasibility and effectiveness.

plan rIsK treatment

step 1 step 2

Determine 
treatment 

priority

mitigation options/ potential Controls/
eXisting Controls

6 option 1: Work with hostingCo to install a 
dedicated switch for our servers.

option 2: Bring operations in-house.

5 implement access control that uses usernames 
and passwords to authenticate users.

5 implement role-based access control that follows 
least privilege principles.

4 Configure	terminal	services	to	terminate	session	
after 15 minutes of inactivity.

figure 9: identify potential Controls

Determine cost-effective controls (optional)step 3: 

A list of potential controls that may be implemented to treat each riskStep 3 Input: 

Once	 all	 security	 controls	 are	 identified	 and	 their	 feasibility	 and	 effectiveness	 evaluated,	 a	 cost-
benefit	analysis	is	conducted	to	assist	management	in	decision	making	and	to	identify	cost-effective	
controls.

A	 cost-benefit	 analysis	 can	 involve	 tangible	 or	 intangible	 factors.	 Tangible	 cost	 can	 be	 further	
broken down into direct and indirect costs. labour, hardware, and software are examples of direct 
costs. indirect costs could include staff retraining and the development of customer awareness 
programmes.

intangible factors are those that have impact on productivity, usability, or marketing efforts. for 
example, enabling of certain controls could result in a performance hit, reducing productivity. 
Intangible	costs	are	usually	difficult	to	gauge,	but	must	be	taken	into	consideration	while	conducting	
cost-benefit	analysis.

The	 overall	 objective	 of	 cost-benefit	 analysis	 is	 to	 compare	 the	 cost	 of	 implementing	 versus	 not	
implementing a control.
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During	this	step,	sufficient	 information	should	be	gathered	to	determine	resource	requirements	for	
treatment of the risk and maintenance of the corresponding control. these resource requirements 
include not only the costs associated with hardware/software purchases and labour, but also those 
associated with maintaining the control once it is implemented—usually noted in terms of annual 
cost. not all controls have associated maintenance costs, but dedicated security hardware and 
software implementation of controls can be costly from a maintenance standpoint, requiring the 
hiring of new staff or outsourcing. Without up-to-date maintenance, not only will the initial investment 
not produce the desired security results, but it may also have negative impacts. for example, any 
unpatched device will introduce new risks to the network and its information systems.

While	performing	a	cost-benefit	analysis,	the	following	should	be	taken	into	consideration:

impact, to the entity, of implementing the control•	
tangible costs of control implementation, such as: software/hardware costs; labour to  ▫
implement the control, including policy development; training costs, including staff and 
implementation personnel; and maintenance costs

intangible costs of control implementation, such as: reduced productivity due to  ▫
performance of information system; and reduced productivity due to lack of user 
friendliness/acceptance

impact, to the entity, of •	 NOT	implementing	the	control,	which	is	a	further	refinement	of	the	
impact analysis performed during the risk assessment phase:

tangible costs of not implementing the control, for example: replacement of the physical  ▫
asset, such as hardware/software; replacement of data; and lost revenues.

intangible costs of not implementing the control, such as: impact on the organisation’s  ▫
reputation; impact on customer/user perceptions; and reduced revenues.

The	below	figure	presents	a	commonly	used	formula	to	determine	the	value	of	a	particular	control	
to a company, taking into account the level of risk mitigation provided and the annual cost of the 
control. this formula’s one drawback is that it is purely intended for quantitative analysis.

Annual cost of the controlValue of a control to the 
company

ALE before 
implementing the 

control
ALE after implementing 

the control

ALE = Annualised Loss expectancy = [Single Loss Expectancy] X [Annualised Rate of Occurrence]

Single Loss Expectancy (SLE) - The expected monetary loss every time a risk occurs. 

Annualised Rate of Occurrence (ARO) - The probability that a risk will occur in a particular year. For example, if insurance data 
suggests that a serious fire is likely  to occur once in 25 years, then the annualised rate of occurrence is 1/25 = 0.04. 

For example, if the ALE of a hacker bringing down a Web server is 15,000 Dirhams prior to implementation of a control, the ALE 
is 5,000 Dirhams after implementation of the control, and the annual cost of implementing and maintaining the control is 1,000 
Dirhams; then the value of the control is 9,000 Dirhams. If this number were negative or near zero, then the control is not cost 
effective. The larger the number, the more cost-effective the solution is. 

figure 10: A	Commonly	Used	Cost-Benefit	Calculation	for	a	Given	Control

Decision makers must determine what constitutes an acceptable level of risk, which will directly feed 
into the selection of a particular control.

it is usually neither practical nor cost-effective to implement controls to completely eliminate all 
risks. the risks that remain after the implementation of controls are known as “residual risks.” for 
example, if a username and password are used to identify and authenticate users, a user may select 
a weak password. if no further controls are put in place, this would be considered a residual risk. if 
the	system	is	configured	to	enforce	complex	passwords,	it	will	address	the	weak	password	issue	but	
increase the likelihood that users may not remember their passwords and write them down.
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Controls mitigate risks by reducing the number of vulnerabilities, reducing capacity or motivation of 
threat source, and reducing the magnitude of the adverse impact. any gaps in the control which do 
not fully address the vulnerability will lead to residual risks as shown in the diagram below.

New or
Enhanced
Controls

Control G
aps

Reduce
Number of

Flaws

Adding
Targeted
Controls

Residual Risk

Risk remaining after implementation of
all desired controls

Reduce
Magnitude of

Impact

figure 11: residual risk

a control is determined to be cost-effective if the cost of implementing and maintaining it, is 
economical in relation to the risk that is being mitigated.
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A list of potential controls with resource requirements that may be Step 3 Output: 
implemented to treat each risk, and a determination of whether the controls are 
cost-effective

Required	resources	will	be	determined	during	the	cost-benefit	analysis•	
Determine if an available control is cost-effective•	

plan rIsK treatment

step 2 step 3

mitigation options/ 
potential Controls/

eXisting Controls
resourCes requireD Control Cost-

effeCtiVe

option 1: Work with hostingCo 
to install a dedicated switch for 
our servers.

option 2: Bring operations in 
house.

option 1: a few days of meeting 
and senior management 
involvement may be necessary. 
approximate Cost = $2000.
option 2: extensive operation, hire 
multiple employees/hardware/
software purchase. approximate 
Cost = over $100,000

option 1: yes

option 2: no
Note: Assuming 
the cost of the risk 
is estimated at 
$5000.

implement access control 
that uses usernames and 
passwords to authenticate 
users.

3 Days of DBa time. yes

implement role-based access 
control that follows least 
privilege principles.

3 days of admin time, system 
owner, and business operational 
users involvement.

yes

Configure	terminal	services	
to terminate session after 15 
minutes of inactivity.

2 hours of admin time. yes

figure 12: Determine Cost-effective Controls

Determine mitigation route and select controls (optional)step 4: 

Step 4 Input: 

A prioritised list of risks identified during the Risk Assessment•	
A list of potential controls with resource requirements that may be implemented to treat •	
each risk, and whether the controls are cost-effective
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Senior	management	will	decide	on	the	appropriate	route	to	take	based	on	the	cost-benefit	analysis	
performed in the previous step. mitigation options include:

reduce – •	 apply controls to reduce the likelihood and impact of the risk.

avoid – •	 apply alternative methods of achieving the business objective and consider the 
business impact of not providing the service. for example, a risk could be avoided by 
designing the system so that the functionality that enables the risk to exist is removed or 
disabled.

transfer•	 9 – apply methods of transferring the risk (e.g., insurance). however, even if the 
responsibility for limiting the risk is transferred outside an organisation, the risk will still 
rest wherever the business impacts are actually felt.

accept – •	 Accept	the	risk.	This	is	a	viable	option	when	the	economic	benefits	of	accepting	
the risk outweigh the costs involved of the risk actually materialising. it should be noted 
that accepting a risk does not mean that no further action is required but it means that 
other measures will be needed to identify when the risk is being realised.

it is necessary for the appropriate level of management to be involved in security control selection, 
not only for successful implementation of the control, but also to ensure that an organisation-wide 
perspective	 is	provided.	The	cost-benefit	analysis	performed	 in	Step	3	should	form	the	basis	 for	a	
management decision to determine control selection.

Controls selected should combine functional and management elements to ensure adequate 
security for the government service. for example, if username- and password-based authentication 
is implemented, a policy can be developed to warn users of sharing passwords, reducing the residual 
risk.

the rules below should be followed to ensure that the most cost-effective control is selected. note: 
The	examples	given	consider	an	 identification	and	authentication	mechanism	 for	a	system	 that	 is	
categorised as ‘loW’.

if a control reduces the risk more than is required, a less expensive solution may exist:•	
For	 example,	 X.509	 certificate-based	 authentication	 greatly	 reduces	 the	 risk	 of	 ▫
unauthorised access, but is very expensive; a less costly solution may be username and 
password authentication.

if a control costs more than the monetary value of the risk reduction provided, consider •	
other controls:

for example, a one-time password implementation using tokens would not reduce risk  ▫
significantly	more	than	a	username	and	password	combination,	which	 is	a	significantly	
less expensive solution.

if a control does not reduce the risk to an acceptable level, identify other controls or •	
consider combining controls:

For	example,	using	only	a	personal	identification	(ID)	to	identify	a	user,	such	as	a	driver’s	 ▫
license number, may not mitigate against the risk of unauthorised access to an online 
service. a password would also be required.

Considering all other factors the same, controls with lower residual risk should be selected. for 
example,	 if	 two	controls	cost	 the	same	and	reduce	a	specific	risk	 to	an	acceptable	 level,	 it	 is	very	
likely that one control may reduce the risk more than the other, having lower residual risk and making 
it a more favourable choice of treatment.

9 If the decision in the previous step is to transfer the risk, individuals will be identified to carry out necessary 
steps, and the necessary activities may be scheduled at this time. It may not be necessary to carry the rest of 
the steps in this guide for that particular risk.
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Step 4 Output: 
a list of senior management decisions

of those controls that are cost-effective, •	
a control or set of controls have been 
selected to mitigate risks
some risks may require installing a patch •	
while others may require a complete 
strategy to address

senior management will make the decision •	
on which mitigation route to take for each 
risk
senior manager/Decision maker’s name •	
will also be captured

if the mitigation route is to reduce or avoid then all the steps •	
5 through 9 will need to be completed
if the mitigation route is to transfer then steps 5 and 6 would •	
need to be completed
if the mitigation route is to accept, it will not be necessary to •	
complete the rest of the steps

additional step may 
be taken to reduce 
residual risk

plan rIsK treatment

step 3 step 4

resourCes 
requireD

Control 
Cost-

effeCtiVe

mitigation 
route

senior 
manager/ 
DeCision 
maKer

mitigation 
strategy/ seleCteD 

Controls

option 1: a few 
days of meeting and 
senior management 
involvement may 
be necessary. 
approximate Cost = 
$2000.
option 2: extensive 
operation, hire 
multiple employees/ 
hardware/software 
purchase. approximate 
Cost = over $100,000

option 1: 
yes
option 2: 
no

reduce John Doe Work with hostingCo 
to install a dedicated 
switch for our 
servers.
additionally, update 
the agreement to 
delineate security 
responsibilities.

3 Days of DBa time. yes reduce John Doe implement access 
control that uses 
usernames and 
password to 
authenticate users.

3 days of admin time, 
system owner and 
business operational 
users involvement.

yes reduce John Doe implement role- 
based access 
control that follows 
least privilege 
principles.

2 hours of admin time. yes reduce John Doe Configure	terminal	
services to terminate 
session after 15 
minutes of inactivity.

selection of mitigation route and security Controlfigure 13: 
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assign responsibility and schedule Implementationstep 5: 

A list of controls that have been selected to be implemented, along Step 5 Input: 
with resource requirements

if management decides to reduce, avoid, or transfer the risk, appropriate resources with the correct 
skill sets must be assigned to implement selected controls within a given timeframe. some controls 
may require multiple individuals to carry out their implementation and document as necessary.

the implementation schedule should be based on a detailed plan of the activities that are needed to 
implement the control. the severity of a risk being addressed should be a driver for implementation 
prioritisation10. for example, tasks and resources to address a level 6 risk would take precedence 
over a level 3 risk.

if there are multiple risks with the same severity level, other factors may be taken into account such 
as:

level of effort to implement the control•	
availability of resources•	

hardware/software availability ▫
availability of employees/contractors ▫

Compatibility with the current environment/infrastructure•	
Compatibility with the organisation’s strategic initiatives•	

for example, if there are two risks with severity level of 6, and one requires an intrusion prevention 
system	(IPS)	to	be	 installed	and	the	other	requires	a	minor	change	to	configuration	settings	of	the	
operating	system,	the	latter	one	should	have	higher	priority	and	be	implemented	first.

Step 5 Output: 

10 Additionally, controls can be implemented concurrently if their required resources are not the same.
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List of individuals assigned to implement the control (or a set of Step 6 Output: 
controls) within a given schedule.

appropriate personnel/contractors with the right skill set are assigned responsibility to 
implement	the	fix	within	given	time	frame.

plan rIsK treatment

step 4 step 5

mitigation 
route

senior 
manager/ 
DeCision 
maKer

mitigation 
strategy/ 
seleCteD 
Controls

implemen-
tation 

assignment

implemen-
tation 

start Date

targeteD 
Completion 

Date

reduce John Doe Work with 
hostingCo 
to install a 
dedicated 
switch for our 
servers.
additionally, 
update the 
agreement 
to delineate 
security 
responsibilities.

John Doe 
(system 
owner)

april 10, 
2008

June 30, 
2008

reduce John Doe implement 
access control 
that uses 
usernames and 
passwords to 
authenticate 
users.

John Doe (DBa) may 1, 
2008

may 4, 
2008

reduce John Doe implement 
role-based 
access control 
that follows 
least privilege 
principles.

John Doe 
(system 
owner)

may 1, 
2008

may 4, 
2008

reduce John Doe Configure	
terminal 
services to 
terminate 
session after 
15 minutes of 
inactivity.

Jane smith 
(administrator)

may 10, 
2008

may 10, 
2008

figure 14: schedule implementation and assign responsibility
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treat rIsK anD VerIfy treatment3.3 

Input Activity Output

Controls that have been
selected to be implemented 

Status of the implementation 
of the security control or set of 
controls and implementation 
date

An implemented control or set
of controls

The outcome of the test to verify 
correct implementation of a
control or set of controls along 
with the verification date 
Any residual risk following 
control implementation

STEP 6
Implement Controls

STEP 7
Verify Control 

Implementation

figure 15: treat risk and Verify treatment

Implement controlsstep 6: 

A list of controls that have been selected to be implementedStep 6 Input: 

During this step, the plan that has been developed from steps 1 through 7 of this guide is executed 
i.e., the actual implementation of the control takes place. the system owner will be responsible 
for monitoring implementation of the controls and ensuring that the information security plan is 
updated	 to	 reflect	 changes	 in	 scheduling	 that	 result	 from	both	 internal	 delays	and	delays	outside	
the control of the entity, such as delivery of hardware or software. to stay aware of the progress, it is 
recommended that system owners inquire about the implementation status of controls at least once 
a week, and update progress in terms of percent completed. preferably, all implementation should 
first	occur	on	systems	that	are	in	the	development	stage.
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Implementation status of the security control (or set of controls) and Step 7 Output: 
implementation date

the implementation status of the control is tracked with the percent of completion•	
It	 should	 be	marked	 completed	 when	 implemented	 and	 ready	 for	 verification	 of	 proper	•	
implementation
the actual date of the implementation of the control should be noted•	

plan rIsK treatment treat rIsK anD VerIfy

step 5 step 6

implemen-
tation 

assignment

implemen-
tation 

start Date

targeteD 
Completion 

Date

implementation 
status

aCtual 
implementation

Date

John Doe 
(system 
owner)

april 10, 
2008

June 30, 
2008

in progress 20% 
Completed

John Doe (DBa) may 1, 
2008

may 4, 
2008

not stated

John Doe 
(system 
owner)

may 1, 
2008

may 4, 
2008

not stated

Jane smith 
(administrator)

may 10, 
2008

may 10, 
2008

not stated

figure 16: Control implementation status and Date

Verify control Implementationstep 7: 11

An implemented control (or set of controls)Step 7 Input: 

When implementation of each control is complete, it should be tested to verify that its intended 
purpose is served and the associated risk has been reduced to an acceptable level.

the same steps that were executed to identify the risk during the risk assessment phase should be 
repeated	to	verify	the	fix.	This	verification	should	take	place	as	soon	as	controls	are	implemented.	It	
is not necessary to wait for all of the controls in a information security plan to be implemented.

the Abu Dhabi Information Security Technical Testing Guide should be referred to in order to perform 
testing	of	 the	 implemented	controls.	Upon	completion	of	 testing,	 the	verification	status	should	be	
marked as pass or fail. in the event of failure, step 6 will need to be repeated and retested to 
ensure that the control is implemented properly.

11 The intention of this step is not to assess the security posture of the entire system, but rather to verify the 
correct implementation of a control or a set of dependent controls. There could be a long period between the 
implementation of a control and the next Risk Assessment or Security Testing and Evaluation (ST&E). Thus it is 
important to verify the control implementation to avoid a false sense of security. Comprehensive testing will be 
conducted during the Security Testing and Evaluation phase.
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any residual risk should also be captured in the information security plan.

Step 8 Output: 

Outcome of the test to verify correct implementation of a control or set of controls, with the •	
verification date

Any residual risk following control implementation•	
Once	the	control	 implementation	is	verified,	the	verification	status	and	verification	dates	•	
are captured
if a control fails, step 7 may need to be repeated•	
Any	residual	risk	should	also	be	identified	during	control	selection	and	verification	steps•	

treat rIsK anD VerIfy  treatment

step 6 step 7

implemen-
tation 
status

aCtual 
implementation

Date

VerifiCation 
status

VerifiCation 
Date resiDual risK

in progress 
20% 
Completed

potential for other risks 
at hostingCo arising.

not stated user password  ▪
could be weak.
password may be  ▪
written down

not stated admin users have broad 
access to systems

not stated 15 minutes may still 
provide	sufficient	time	
to hijack session with a 
super computer.

figure 17: Verify Control implementation
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formulate InformatIon securIty plan3.4 

Input Activity Output

The outputs from Steps 1 
through 7 Information Security Plan

STEP 8
Develop Information

Security Plan

figure 18: formulate information security plan

Develop Information security planstep 8: 

The outputs of Steps 1 through 7Step 8 Input: 

During steps 1 through 7, details were gathered that can now be used to develop an information 
security plan. the purpose of this document is to describe how each of the abu Dhabi information 
security standards is or will be addressed. along with the description of the control implementation, 
the information security plan will indicate the implementation status of each control as follows:

compliant – •	 the control is fully in place and no further actions are required.

non-compliant – •	 the control is not in place. the status should be marked non-compliant 
even if there is a planned activity to implement the control.

risk accepted – •	 the control is not in place and a decision was made not to put the control 
in place based on risk factors.

not applicable –•	  the control does not apply to this information system. if this status is 
selected	for	a	control,	a	justification	must	be	provided.

the information security plan template can be found in appendix e of this guide. it can be completed 
by using information in the risk treatment plan template in appendix D, which collated inputs 
and outputs from step 1 to step 7 of this guide. information system categorisation12 captured 
during the risk assessment phase should also be documented in this report along with roles and 
responsibilities associated with the information or service. additional information should also be 
gathered from the information system developers and administrators in order to develop a robust 
information security plan.

the information system owner should assign an individual to “own” the information security plan 
and	ensure	 that	 it	 is	updated	 to	 reflect	 the	current	security	state	of	 the	 information	system.	Once	
information security planning is completed, the information security plan must be approved by 
the information system owner. the approval date will also serve as the completion date of the 
information security plan.

An Information Security PlanStep 9 Output: 

12 Information system categorisation is completed in Steps 2 and 3 of the Risk Assessment phase.
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neXt steps3.5 
now that the information security planning activities have been captured in the risk treatment 
plan, and an information security plan has been formulated, security testing and evaluation would 
need to be conducted to assess the overall security posture of the government service. this step 
also	 allows	 secondary	 verification	 that	 controls	 have	 been	 implemented	 as	 documented	 in	 the	
information security plan.

the step-by-step process to test and evaluate security controls can be found in the Abu Dhabi 
Security Testing and Evaluation Guide.

Scope and Testing
Approaches

Resource
Planning

Conduct
Testing

Formulate
Report

Verify Scope
Identify 
component
Identify 
technologies
Select Testing
approaches for 
each component

Determine
resources
Establish
contract
Allocate
resources

Passive Testing
Vulnerability 
Scanning
Penetration
Testing
Analyse Findings

Develop ST&E 
Report

Risk
Assessment

Information
Security
Planning

Security Testing 
& Evaluation

Certification & 
Accreditation

figure 19: overview of next phase: security testing and evaluation



29

InformatIon  
securIty plannIng

4. appenDIces
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acronymsappenDIX a: 

aDaa abu Dhabi accountability authority

aDg-iso Abu	Dhabi	Government	–	Information	Security	Office

aDge abu Dhabi government entities

aDp the general Directorate of abu Dhabi police

aDsiC abu Dhabi systems & information Centre

ato authority to operate

BCm Business Continuity management

BCp Business Continuity plan

C&a Certification	and	Accreditation

Cio Chief	Information	Officer

Ciso Chief	Information	Security	Officer

Co Certifying	Official

CVe Common Vulnerability exposure

Daa Designated approval authority

Dto Denial to operate

hr human resources

iato interim authority to operate

iDs intrusion Detection system

ip internet protocol

ips intrusion protection system

is information security

isms information security management system

iso/ieC international organisation for standardisation/international electrotechnical 
Commission

isp information security plan

isWg information security Working group

it information technology

iV&V Independent	Verification	and	Validation
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nist national institute of standards and technology

pDCa plan-Do-Check-act

poC point of Contact

roe rules of engagement

sql structured query language

st&e security testing and evaluation

uae united arab emirates
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DefInItIonsappenDIX c: 

accreditation The	 official	 management	 decision	 given	 by	 a	 senior	 entity	 official	
(chairman) to authorise operation of a government service and to 
explicitly accept the risk to entity operations, entity assets, or individuals 
based on the implementation of an agreed-upon set of security controls

adequate security security commensurate with the risk and the magnitude of harm 
resulting from the loss, misuse, or unauthorized access to or 
modification	of	information

audit a formal (independent) review and examination of a project or project 
activity for assessing compliance with policy and standards

asset anything that has value to the organisation, such as information or 
information systems

availability ensuring timely and reliable access to and use of information

Certification Comprehensive assessment of the management and functional 
security controls in a government service, made in support of security 
accreditation, to determine the extent to which the controls are 
implemented correctly, operating as intended, and producing the 
desired outcome with respect to meeting the security risk requirements 
for the services

Certifying	Official individual, group, or organisation responsible for conducting an 
information	security	certification	(see	definition	for	Certification)

Confidentiality preserving authorised restrictions on information access and disclosure, 
including means for protecting personal privacy and proprietary 
information

Control means of managing risk, including policies, procedures, guidelines, 
practices, or organisational structures, which can be of administrative, 
technical, management, or legal nature

Control families Management	and	functional	processes	that	are	grouped	into	14	specific	
families (e.g., policy and standards, human resources management, 
etc.) in order to provide the foundation for a comprehensive information 
security programme

Control standards 
(also referred to as 
standards)

level of security that is deemed necessary (based on international 
standards and risk assessment) to ensure adequate security. standards 
are delineated into two categories: (i) baseline, or the minimum, 
control standards that must be met for all risk environments; and 
(ii) enhancements that are recommended for moderate or high risk 
environments

Cost-effective Control a control is determined to be cost effective if the cost of implementing 
and maintaining the control is economical in in comparison with the risk 
that it is mitigating
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Designated approval 
authority

individual who has the ultimate responsibility to accredit all government 
services. this individual accepts responsibility for the security of the 
service and accountability for any adverse impacts to the entity if a 
breach of security occurs

functional Controls the security controls (i.e., safeguards or countermeasures) for an 
information system that are primarily implemented and executed by 
people (as opposed to systems)

guideline A	description	that	clarifies	what	should	be	done	and	how,	to	achieve	the	
objectives set out in policies

Independent	Verification	
& Validation

the process of evaluating work products by a party who is technically, 
managerially,	and	financially	independent	of	designing	and/or	executing	
the project under review

information any communication or representation of knowledge such as facts, data, 
or opinions in any medium or form; including textual, numerical, graphic, 
cartographic, narrative, or audiovisual forms

information security protection of information and information systems from unauthorised 
access,	use,	disclosure,	disruption,	modification,	or	destruction	in	order	
to	provide	confidentiality,	integrity,	and	availability

information security 
plan

formal document that provides an overview of the security requirements 
for the government service and describes security controls in place or 
planned for meeting these requirements

information system a discrete set of information resources organised for the collection, 
processing, maintenance, use, sharing, dissemination, or disposal of 
information, including manual processes or automated processes. this 
includes information systems used by an entity either directly or used by 
another entity, or a contractor under a contract with the entity that: (i) 
requires the use of such information systems; or (ii) requires the use, to 
significant	extent,	of	such	information	systems	in	the	performance	of	a	
service or the furnishing of a product

information security 
event

Identified	occurrence	of	a	system,	service,	or	network	state	indicating	a	
possible breach of information security policy or failure of safeguards, or 
a previously unknown situation that may be security-relevant

information security 
incident

a single or a series of unwanted or unexpected information security 
events	 that	 have	 a	 significant	 probability	 of	 compromising	 business	
operations and threatening information security

information technology any equipment or interconnected system or subsystem that is used 
in the automatic acquisition, storage, manipulation, management, 
movement, control, display, switching, interchange, transmission, or 
reception of data or information

integrity Guarding	against	improper	information	modification	or	destruction,	and	
includes ensuring information nonrepudiation and authenticity

it assets Computer	equipment,	such	as	servers,	workstations,	 routers,	firewalls,	
etc.
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malicious Code Software	or	firmware	intended	to	perform	an	unauthorised	process	that	
will	have	an	adverse	impact	on	the	confidentiality,	integrity,	or	availability	
of an information system (e.g., virus, worm, trojan horse, other code-
based entity that infects a host). spyware and some forms of adware 
are also examples of malicious code

management Controls security controls (i.e., safeguards or countermeasures) for an 
information system that focuses on the management of risk and the 
management of information system security.

mitigation of risk reducing risks to an acceptable level by applying controls

Personally	Identifiable	
information

Information	 in	 an	 information	 system:	 (i)	 that	 directly	 identifies	 an	
individual (e.g., name, address, or other identifying number or code, 
telephone number, email address, etc.), or (ii) by which an agency 
intends	 to	 identify	 specific	 individuals	 in	 conjunction	 with	 other	 data	
elements,	i.e.,	indirect	identification.	These	data	elements	may	include	a	
combination of gender, race, birth date, geographic indicator, and other 
descriptors

policy overall intention and direction as formally expressed by management

potential impact The	 loss	 of	 confidentiality,	 integrity,	 and/or	 availability	 could	 have	 (i)	
low adverse effect; (ii) a moderate adverse effect; or (iii) a high adverse 
effect on organizational operations, assets, or individuals

privacy Information	 that	 is	 linked	 to	 a	 specific	 individual	 or	 group	 and	 is	
controlled and managed by that individual or group – even after that 
information is willingly shared with a third party – such as to avoid 
the unwanted disclosure of private information, which could result 
in damaging effects for the individual. information security must 
include the implementation of controls related to private information. 
Best	 practices	 include	 the	 ability	 to	 provide	 the	 justification	 and	
rationalisation for why the use of private information is necessary 
instead of the use of an alternate identifying schema

residual risk risk remaining after implementation or enhancement of a control

risk the level of impact on entity services, assets, or individuals resulting 
form the potential consequences of a threat and the likelihood of that 
threat occurring

risk analysis systematic use of information to identify sources and to estimate the 
risk

risk assessment overall process of risk analysis and risk evaluation

risk evaluation process of comparing the estimated risk against given risk criteria to 
determine	the	significance	of	the	risk

risk treatment process of selecting and implementing controls to modify risk

spyware software that is secretly or surreptitiously installed on an information 
system to gather information on individuals or organisations without 
their knowledge. spyware is a type of malicious code
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standards (also referred 
to as Control standards)

level of security that is deemed necessary (based on international 
standards and risk assessment) to ensure adequate security. standards 
are delineated into two categories: (i) baseline, or the minimum, 
control standards that must be met for all risk environments; and 
(ii) enhancements that are recommended for moderate or high risks 
environments

third party person or body that is recognised as being independent of the parties 
involved

threat a potential cause of an unwanted incident, which may result in harm to 
a system or organization

threat source intent and method targeted at the intentional exploitation of 
vulnerability, or a situation and method that may accidentally trigger a 
vulnerability. synonymous with threat agent

Vulnerability a weakness of an asset or group of assets that can be exploited by one 
or more threats
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rIsK treatment plan templateappenDIX D: 

a soft copy of the template can be obtained through aDsiC. aDsiC can be contacted at 
support@adsic.abudhabi.ae
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InformatIon securIty plan appenDIX e: 
template

a soft copy of the template can be obtained through aDsiC. aDsiC can be contacted at 
support@adsic.abudhabi.ae
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